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Abstract. The relevance of this study is caused by the growing role of digital technology in the organization and functioning of socio-
economic relations. Universities and enterprises are actively using digital technology to realize their traditional functions. Digital 
transformation requires the adoption of an adequate government policy for the effective management of modern digital processes. The 

objective is to conduct a study of the digital transformation of universities and enterprises at the micro and macro levels of the socio-
economic system and to formulate some recommendations on improving the efficiency and safety of using digital technologies. As special 
methods, the authors used the methods of sociological survey and statistical information processing. An institutional approach was used to 
analyze digitalization processes in the national socio-economic system. The most favorable institutions for the development of digital 

technologies were identified. A multilevel approach to the analysis of digitalization processes at the personal, organizational and 
institutional levels was also used. The study revealed a discrepancy in the level of development of the necessary digital competencies 

between universities and the real sector of the economy. The reason for this was the absence or insufficient development of relevant 
institutions: trust, competition, entrepreneurship, property rights. Some recommendations were formulated to improve the institutions that 

promote digitalization, depending on the level of socio-economic activity: personal, organizational, routine. 
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1. Introduction 

 

Currently, digitalization issues are becoming relevant. Digitalization of social and economic relations touched all 

spheres of human life: household, market transactions, financial activities, banking, industry, agriculture, 

medicine, education, and government. Together with the positive effects, such as saving time on data transfer and 

saving the cost of performing work operations (Yli-Viitala et al., 2019), digitalization is also characterized by 

negative effects – new types of digital fraud and excessive enthusiasm for virtual reality (Tvaronavičienė, 2018; 

Zhao et al., 2019; Chehabeddine, Tvaronavičienė, 2020). However, scientific and technological progress and 

limited economic resources necessitate the use of digital technologies throughout the national economy. There is 

an urgent need to study digitalization processes to reduce negative and increase positive effects. It is necessary to 

develop a system of institutions that would make digitalization manageable to meet the national development 

goals and ensure the safety of people’s lives. According to these documents, their results should be: an increase in 

domestic costs for the development of the digital economy from 1.7% to 5.1% of the gross domestic product of 

the country; creation of a stable and secure information and communication infrastructure for the efficient 

transfer, processing, and storage of large amounts of data between organizations and households; the use of 

predominant domestic software by state authorities, local governments, private legal entities, and individuals (Vu, 

2019; Vural, 2019; Fedulova et al., 2019; Sturm and Quaynor, 2020; Herningsih et al., 2019). The implementation 

of such large-scale tasks will require the training of appropriate human resources, developers and users of digital 

technologies. In such circumstances, universities must become digital, and the national innovation system and 

relevant development institutions must take into account the effects of digitalization (Selomo & Govender, 2016: 

Soleimani & Esfahani, 2018). 

 

The European Commission, as part of the Digital Education Action Plan, has proposed the following definition of 

digital competence. Digital competence is the willingness and ability of a person to confidently, efficiently, 

critically and safely apply information and communication technologies in various spheres of life (Dvir & 

Yemini, 2017; Amirova et al., 2019; Ivanova et al., 2019; Pavlyshyn et al., 2019). The following components of 

digital competence are distinguished: knowledge; skills and abilities; motivation; responsibility, including safety. 

In turn, the digital skills that underlie digital competencies are divided into the following types: user basic digital 

skills require functional literacy in the use of electronic devices and applications; derivative digital skills consist 

of the ability to consciously apply digital technologies in everyday life, creative skills for working in digital 

services are important here; specialized professional digital skills are the basis of high-tech professions, for their 

development, it is necessary to obtain a special education (Zeibote et al., 2019; Yemelyanov et al., 2018; Masood 

et al., 2019). 

The fact is that a high level of digitalization of the socio-economic system will be achieved only if the digital 

competence of the population is enhanced. On the other hand, to increase the digital literacy of citizens of the 

country, it is necessary to create appropriate programs and organizations responsible for this task. That is why it is 

important to study the institutional conditions for digitalization at both the micro and macro levels. The result of 

the study is presented in this paper. 

 

2. Literature review 

    
By institutions in this study, the authors will mean “rules of the game” or human-created restrictive frameworks 

that organize relationships between people. In other words, institutions define the structure of the incentive 

motives of human interaction (North, 1997). External factors, such as scientific and technological progress that 

brought globalization and digital technology to the world, have an impact on existing institutions, forcing them to 

change, providing a new framework for human interaction. However, there are reverse processes – the institutions 

themselves, in particular, the institutions of the national innovation system, have a significant impact on the 

quality and content of innovation processes and the use of digital technologies to ensure their effectiveness and 

safety (Freeman, 1987; Lundvall, 1992; Nelson, 1993; Sycheva et al., 2019; Nagimzhanova et al., 2019). In this 
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regard, there is an urgent task of forming a system of institutions for the development of digitalization of the 

national socio-economic system at the micro and macro levels. 

 

The modern economy is characterized by the increasing role of knowledge and human capital in the organization 

of modern industries and services. Science and technology allowed expanding the limited possibilities of 

economic resources, offered consumers radically new types of goods and services and ensured the growth of 

national corporations that are actively innovating at the global level (Singareddy et al., 2019; Akhmadeev et al., 

2018). There are a number of factors that contribute to these trends. First of all, it is globalization and 

digitalization of economic relations. Digitalization allows making the interrelation of the sphere of science, 

education, production and the market closer (almost uniform), and globalization erases the boundaries of national 

economies. This leads to the fact that modern universities are developing not only their physical infrastructure but 

also virtual space. This allows universities to form a new intellectual resource in a digital form. Due to the 

increase in distance education, the time for a deeper study of theoretical and applied course materials increases. At 

the disposal of teachers in a single digital space of the entire scientific, educational and entrepreneurial sphere, 

there are hypertext information systems and technologies that improve the quality of education of a future 

specialist. The task of the state is to promote the digital transformation of universities, shifting the focus from 

internal, socio-economic problems to market, external conditions of the demand for educational, research products 

in the real sector of the economy (Nedelkin, 2018; Saenko et al., 2020; Polyakova et al., 2019; Magsumov, 

2019a,b; Mullins, 2019; Franco and Bedin, 2019). 

 

The role of universities in shaping the institutions of society has always been a core one (Bykanova and 

Akhmadeev, 2019). University is a center of knowledge, culture, education, mobilization of individual initiatives, 

socialization of a person, a construct of social relations. Accordingly, in the context of the orientation of the whole 

world toward innovation, universities have become a kind of banks of innovative requests and offers, or in other 

words – innovative hubs. However, for the qualitative fulfillment of this role, the rate of change at universities 

must be higher than the rate of change in the external environment. The new industrial (digital) revolution 4.0 is a 

challenge, first of all, for universities. A shift in thinking is needed in order to lead the process of digitalization of 

the economy (Chichenev, 2019; Sousa et al., 2019; Girdzijauskaite et al., 2019). 

 

Foreign experience in the digital transformation of the economy shows various models of this process. In the 

literature, a certain classification of the directions of development of a digital economy is given: the production 

sector (Germany), the service sector (United Kingdom), with priority state support (China), and with priority in 

the development of private initiatives (USA) (Polozhikhina, 2019). However, the institutional aspects of ensuring 

efficient and safe digitalization of the economy are not sufficiently addressed in the literature, and for the 

educational system, the requirements are not formulated to the institutional environment that would ensure the 

preservation and reproduction of human capital in the context of digital transformation. 

 

3. Methodology 

 

This paper used general scientific research methods, such as analysis and synthesis, deduction and induction, the 

relationship of historical and logical processes, the laws of dialectics, the search for cause and effect relationships. 

As special methods for research at the micro level, the methods of sociological survey and statistical processing of 

information were used, and at the macro level, the authors applied the institutional approach for the analysis of 

digitalization in the national socio-economic system. 

 

Let us describe in more detail the research methodology at the micro level. On the basis of the Elabuga Institute of 

the Kazan Federal University, a sociological study was conducted on the problems and results of using digital 

technologies. As a result of the study, the main difficulties in the field of digital competence and the sources of its 

improvement were identified. The study involved 2,105 students aged 18-23 years (45% boys and 55% girls), 
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2,103 parents of students and 225 university teachers (43% male and 57% female) living in the Republic of 

Tatarstan, Republic of Udmurtia, Republic of Bashkortostan, Ulyanovsk Region, Samara Region, Orenburg 

Region and in other territories of the Russian Federation. The purpose of this study was to identify the level, 

problems, and prospects of the formation of digital competencies in higher education organizations in Russia. 

The questionnaire was conducted within one month after the training, using Google forms. To systematize and 

analyze the results of the survey, an automatically created Google spreadsheet was used. To conduct the survey 

and analyze its results, written permission was obtained from the respondents for the use of their personal data. 

There were no refusals to take part in the survey. The questionnaire included 10 questions related to 

understanding the essence of modern digital competencies (see Table 1). 

 
Table 1. Questions for the analysis of the institutional environment for the formation of digital competencies at the micro level 

Question Answer options 

Personal data (age, gender) 

 

Age: 

Gender: 

Organization in which you work/study  

1. Are you satisfied with the level of digital technology in 

your organization? 
 yes 

 no 

2. Do you use social networks in your professional 

activity? 
 yes 

 no 

3. Evaluate your digital proficiency  high 

 medium 

 low 

4. Evaluate your experience in using digital technologies  1. Less than 5 years 

 2. 5 to 10 years 

 3. Over 10 years 

 4. Other 

5. Do you enhance your digital competence? 
 

 1. From time to time 

 2. All the time  
3. I do not pay attention, everything turns out by 

itself  

4. Never 

 5. Other 

6. In your opinion, do digital technologies improve the 

educational process? 
 1. Yes, they do 

 2. No, they do not 

 3. They rather do 

 4. They rather do not  

5. They do only subject to deep preparatory work 
and use without prejudice to personal 
communication  

 6. Other 

7. What do you mean by digital competencies? 
 

1. The willingness and ability of a person to 
confidently, efficiently, critically and safely apply 
information and communication technologies in 
various spheres of life 

2. The ability to work on the Internet, with various 
information products and mobile applications 

3. Other 

8. Evaluate the quality of digital knowledge gained at 
school/university 

1. High quality 
2. I learned more myself than I was taught at 

school/university 
3. Low quality 
4. I know more than school/university teachers 
5. Other 
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9. What do you think is the main task of the 

school/university in the formation of your digital 
competencies?  

1. To teach how to work on the Internet and use 

various information products and systems 
2. To teach to maintain a high level of information 
security 

3. To transfer the main educational process to 

distance technologies 
4. To provide ongoing training in digital 
technologies 
5. Other 

10. Do you think the role of digital technologies in human 

life will be expanded or reduced? 

1. It will strengthen only in professional activities 

2. It will strengthen everywhere: at work, at home, 

on vacation 
3. It will decrease 
4. Other 

 

Based on the analysis of questionnaires, an assessment was made of the effectiveness of the existing institutional 

environment in the formation of digital competencies in the education system in Russia.  

 

The authors will describe in more detail the methodology for studying the institutional environment for the 

development of digitalization processes at the macro level. The method of SWOT analysis and a multi-level 

approach to the study of digitalization processes at the personal, organizational and institutional levels were used. 

SWOT analysis is a strategic planning method consisting in identifying factors of the internal and external 

environment of educational organizations and dividing them into four categories: Strengths, Weaknesses, 

Opportunities, Threats. Strengths and weaknesses are factors in the internal environment of the Russian education 

system; opportunities and threats are factors in the external environment of the Russian education system. The 

objective of SWOT analysis is to provide a structured description of the existing institutional environment for the 

development of digitalization processes in the Russian education system and in the national economy as a whole. 

At the same time, the study decided to formulate recommendations on improving the institutional environment for 

using digital technologies at the individual person level – the personal level, at the enterprise and university level 

– the organizational level, at the level of existing norms and laws – the routine level. This approach was justified 

by the fact that the processes of exchange of information and knowledge at different levels require different 

institutional conditions. The results of such a study at the macro level are presented in this paper.  

 

 

 

 

 

4. Results 

 

Research of the institutional environment of digital transformation processes at the micro level 

As already noted, human resources are a prerequisite for the successful digitalization of the economy. A modern 

employee must have a set of digital competencies. Here are briefly described results of the studies (Figures 1, 2, 

3). 
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Figure 1. Answers to the question “How did you gain knowledge and skills in using digital technologies and the Internet?” 

Source: Prepared by the researchers 

 

Now let us describe the indicators presented in Figure 1: 

1. Sixty-seven percent of adults and 75% of students studied using the Internet on their own. 

2. Only 14% of students indicated that they were taught to use the Internet at school. 

3. Students rated the help of school teachers weakly: only 40% of students are fully or partially satisfied with the 

knowledge about the use of the Internet received at school. 

4. At the same time, 44% of students believe that the school does not give them any useful knowledge in this area 

or is generally unable to teach them. 

5. One out of ten students claims to know more than teachers about the Internet. 

6. Only every tenth student received information on the safe use of the Internet at school. 

 

Teenagers and their parents differently assess the role of school and university in the formation of digital 

competencies. Most students have more positive opinions about the school and the university on the acquired 

knowledge and skills. Students’ parents have fewer positive opinions in this regard. This is explained by the fact 

that the format of the school and university has changed significantly recently due to changes in the institutional 

environment focused on digital transformation (Digital Educational Environment: New Teacher Competencies, 

2019). On the other hand, students have less positive expectations from school and university than their parents. 

This is because students see the situation more deeply, as they are more familiar with the risks and threats of 

modern digital technologies. Now, the authors are presenting the results of the respondents’ assessment of the 

sources of digital competence. 
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Figure 2. Answers to the question “In your opinion, what knowledge and skills should be taught at school and university?” 

Source: Prepared by the researchers 

 

The indicators presented in Figure 2 show the following: 

1. Inform about online threats (42% of parents and 36% of students); 

2. Teach how to use the Internet safely (38% of parents and 29% of students); 

3. Teach the effective use of modern information and communication technologies (39% of parents and 33% of 

students); 

4. Continuously update knowledge and skills in modern digital technologies (62% of parents and 58% of 

students); 

5. Develop distance learning and continuing education technologies (24% of parents and 22% of students).  

 

It can be noted that neither among parents nor, to a greater extent, among students, the university still enjoys any 

authority in the field of mastering the capabilities of digital technologies. The difference in the results of the 

answers of parents and students is caused by the changed institutional conditions of the past and modern 

education and economy systems (Soldatova et al., 2013). The backlog of university education from economic 

trends is becoming more noticeable in the face of accelerating rates of scientific and technological progress.  

 

Considering the results of a study of the accumulated digital competencies of university teachers, in this survey, 

the majority of respondents are teachers aged 36 to 55 (63%), women – 88%. More than half of the teachers 

(52%) taught humanitarian and public subjects, the second smaller part (48%) taught STEM subjects. Work 

experience was over 20 years for 56% of teachers, from 11 to 20 years for 23% of teachers, less than 10 years – 

for 21%. 
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Figure 3. Evaluate the quality of accumulated digital competencies 

Source: Prepared by the researchers 

 

The indicators presented in Figure 3 show the following: 

1. According to estimates of 38% of teachers, from 40 to 100% of their colleagues use digital technologies 

uncertainly or do not use them at all. 

2. One fifth (21%) of teachers have been using digital technology for less than 5 years. 

3. The majority of teachers (91%) actively use the Internet and do not experience difficulties with working on a 

computer and other digital devices (84%). At the same time, teachers are interested in new applications, software, 

and resources (77%) and actively use social networks (71%). 

 

Therefore, teachers believe that most of them use digital resources very efficiently, however, students and their 

parents talk about the lack of digital knowledge and skills acquired at the university. Accordingly, a discrepancy 

in the assessments of the accumulated and acquired level of digital competencies at the personal level between 

teachers, students, and their parents is revealed. At the organizational level, this mismatch of assessments occurs 

between universities and the real sector of the economy (Aimaletdinov et al., 2019). For this reason, it is 

necessary to form educational programs for the formation of digital competence in students, in demand under 

modern conditions of economic and social development. A high level of general motivation to increase digital 

competence both for parents and students (more than 60%) with a low level of digital competence (one-third of 

the maximum possible) indicates the demand for the development of educational programs in this area. 

 

Research of the institutional environment of digital transformation processes at the macro level 

Modern conditions for the development of the economy dictate the need for cooperation between industrial 

companies and universities. Modern corporations conduct research with a fifty-year planning horizon. Leadership 

in digital technology is currently provided by fundamental science. Research covers the entire life cycle of a 

digital product. Attention is paid to all stages of the innovation chain to ensure self-sufficiency. The main threats 

to digitalization for the corporate sector are to lag behind competitors. Accelerating the pace of scientific and 

technological development leads to the need to work ahead of competitors. Technological depreciation comes 

faster than physical depreciation. The contribution of intellectual labor in such conditions is constantly increasing. 

The research departments of modern corporations, for example, Huawei, are already approaching half of the 

headcount. Currently, with a total number of 180 thousand people in 170 countries, Huawei has 14 laboratories 

with 80 thousand researchers, 8 thousand of which are in the Russian Federation (Guo, 2019). From the point of 

view of the protectionist approach to education, the modern policy of private market companies, especially 
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transnational ones, has a devastating effect. In other words, modern multinational companies operate as global 

“vacuum cleaners” of unique human capital in their own interests. Digital technology allows one to do this 

without leaving a place of residence. Thus, a commercially attractive corporate intellectual resource is created. 

There is a conflict of interests with the sources of the formation of human capital, primarily with the education 

system of the national economy. In the priorities of national policy, mechanisms must be created to ensure reverse 

financial flows from transnational corporations to the education system, where the demanded human capital is 

mainly formed. 

 

Modern leaders in the production and use of digital technologies, for example, Microsoft, also participate in the 

formation of new digital technologies, adapting them to the corporate university network (Graham et al., 2019; 

Jarrah, 2019). Currently, students have the opportunity to choose: study in the university building or watch a 

video broadcast of lectures on the Internet. The technology of social computer networks can be extended to the 

educational process. The moderator of the topic is the teacher, he/she coordinates the discussion, gives tasks, 

students complete them, communicate with each other and the teacher, complement each other’s answers, and 

critically look at the educational process. Thus, a common intellectual resource is created. In addition, for solving 

comprehensive problems, modeling and assessing a problem situation, teachers and students have the opportunity 

to use new digital technologies – artificial intelligence, big data analysis, blockchain, and the Internet of things. 

The study at the macro level made it possible to compile a matrix of SWOT analysis and outline the appropriate 

directions for improving the institutional environment for the development of digitalization of the national socio-

economic system (Table 2). 

 
Table 2. Results of a SWOT analysis of the digital transformation of education and the economy 

Strengths Weaknesses 

1. The high level of academic, fundamental, theoretical training 
of applicants, students, and graduate students due to the legacy 

of the Soviet educational system 
2. The availability of natural resources, territory, infrastructure, 

power capacities, budgetary resources to fulfill the indicators to 
increase the digital literacy of the population 

3. A sufficiently high level of teaching staff (the Kazan Federal 
University ranks 94th in the TOP 100 universities of the world by 
“Education” in the Times Higher Education rating) 
4. High level of informatization and computerization of the 

Russian economy (28th place in the world) 

1. Lack of a systematic policy in teaching the supersubject 
competencies in demand in a digital economy (the ability to learn, 

master new knowledge and technologies, incentive and entrepreneurial 
spirit) 

2. Lack of effective and long-term mechanisms for reverse financial 
flows from transnational corporations to the national educational 

system 
3. Inadequate interaction between universities and enterprises, 
including the level of use of digital technologies and the formation of 
digital competencies 

4. Commission costs for the implementation of digitalization (low level 
of domestic software and hardware of digital infrastructure) 
5. Lack of effective regulatory tools in international and national 
copyright laws 

Opportunities Threats 

1. A transition to a new scientific and technological lifestyle 

based on digital technology 

2. Formation of a protectionist model of digital education 
3. Capturing new markets (willing to work and study remotely) 
4. Stimulating the development of new jobs 

5. Stimulating export growth of knowledge 
6. Changing the structure of the economy and education, 
increasing the productivity of these sectors 

1. Loss of leadership in digital technology due to a significant 

dependence on foreign developments of the previous scientific and 

technical wave 
2. The flow of the highest quality human resources abroad (remote 
work for multinational companies without a change of residence or 

employment in local branches of these companies) 
3. Loss of control over digital infrastructure 
4. Loss of control over knowledge distribution channels 
5. The emergence of new competitors 

6. Lack of effective tools to control the owners of digital content and 
Internet sites 
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To assess the degree of digitalization of the economy for all countries, the Digital Evolution Index is calculated, 

according to which Russia in 2017 ranked 39th out of the 60 countries studied, while in 2013 Russia was 40th. 

This rating includes indicators in key areas, such as the supply and demand for digital technology, the institutional 

environment, and the innovation climate. As a result of the study by the parameters of digital transformation, the 

countries were divided into four groups: the leaders – distinguished (Singapore, Great Britain, New Zealand, the 

United Arab Emirates, Estonia, Hong Kong, Japan, Israel), the slowing growth rates – silent (South Korea, 

Australia, countries of Western Europe and Scandinavia), promising – breaking through (China, Kenya, Russia, 

India, Malaysia, Philippines, Indonesia, Brazil, Colombia, Chile, Mexico), problematic – out of concern (South 

Africa, Peru, Egypt, Pakistan, Greece) (The top 10 digital-competitive countries, 2017). The study identified a 

modern factor of success in digitalizing a country’s economy, the level of confidence, which is gaining 

importance. The level of confidence, in turn, depends on such indicators as consumer behavior and attitude 

toward new technologies, the experience of their use and innovative climate. Thus, all the traditional problems of 

the Russian economy, which in recent years have hindered its innovative breakthrough, also serve as an obstacle 

to the digital transformation of society. Until the necessary level of confidence is accumulated in the business 

environment, in the civil society, in the education system, in the relation of people to the government and the state 

policy of supporting innovation – a radical leap to a new digital economy will not happen. The level of confidence 

also depends on the moral standards of behavior in society, the degree of criminalization, and the risks of non-

fulfillment of market contracts. In other words, innovators will not develop new digital technologies and services 

unless they trust the institution for the protection of intellectual property rights. Entrepreneurs will not actively 

sell developed digital technologies and services if they do not trust the institution of fair competitive relations. 

Consumers will not begin to use digital technologies and services if they do not trust the institution of contract 

market relations. Accordingly, one can formulate the components of the institutional mechanism for the 

development of the digitalization of the national socio-economic system (Figure 4). 

 

  
Figure 4. The institutional mechanism for the development of digitalization of the national socio-economic system 

Source: Prepared by the researchers 

 

To accelerate the digital transformation of the education system, institutions to stimulate the use of digital 

technologies are required. Stimulation should be indirect in nature and ensured by integrating digital media into 

the learning process. Adequate digital infrastructure is needed. This will motivate the active use of digital 

technology. Another important step is to ensure digital literacy, not only in the professional field, but also in 

interdisciplinary, and even in everyday activities. It is necessary to develop an institution of consistent, lifelong, 

from the early years, training in digital literacy and the formation of digital competencies. Employers already 

require such competencies from future university graduates. It is also necessary to improve the institution of 

intellectual property and copyright in the use of digital technologies. Knowledge and information, which are the 

main objects of use in digital technologies, have the property of being inseparable from their source and, 

accordingly, need more complex protection of commercial rights to use them. On the other hand, knowledge and 
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information also have the property of “club goods”, the value of which only increases with increasing use. Such 

contradictions impose requirements for the improvement of copyright law. 

 

5. Discussion 

 

Researchers of the digitalization phenomenon note significant changes in all areas of socio-economic activity, 

including in higher education (Vasetskaya, 2018; Ziyadin et al., 2018; Tikhonov et al., 2019). Digital 

transformation has the following impact on universities: 

1. The introduction of basic information services – the creation of a single digital space. This direction allows all 

participants in the educational and research process to interact in digital format. Students have the opportunity to 

build their individual educational trajectory, do any distance online courses, regardless of the place and time of 

their stay (Korableva et al., 2019a, b). 

2. Creation and implementation of the University 4.0 service, including research project management, 

procurement management, scientometrics digitalization, interaction with teachers and students. This direction 

allows building on a new basis the processes of interaction of all participants in research activities. Digitalization 

helps organize knowledge-sharing communications more efficiently. The interaction takes place in real time. 

Teachers, employees of scientific departments and students can jointly solve the tasks of innovation. 

3. The orientation of the university to the implementation of “smart manufacturing”. In this direction, the 

university becomes a member of the new digital space related to the introduction of Internet technologies in 

economic activity, production and services, household activities and everyday human life. Such technologies as 

cognitive procedures, on-line things management, big data analysis, and cloud storage have become widespread. 

 

It seems relevant to study a digital transformation of the university as a process of creating new business 

conditions, the interaction of all students and university staff on a new, digital platform integrated into the digital 

economy platform of the country and the world. Digital technology allows creating a digital profile of a student, 

taking into account his/her individual, physical, psychological, national and social characteristics. This allows 

choosing the most appropriate digital profile tools and training methods (online and offline, problematic, practice-

oriented), as well as the mode and forms of training (full-time and distance, mixed, individual and group). Thus, 

the student’s digital profile is another element in shaping the digital system of the new university (Bockshecker et 

al., 2018: Villalobos, 2018). 

 

The modern digital environment of the university is a combination of information systems, technologies, and 

services that allow conducting educational, research, methodological, administrative and business activities in 

digital format, working remotely, in real time via the Internet from anywhere in the world to enter information 

into the digital environment of the university and use the data presented in it. The digital environment of a modern 

university has such properties as security, openness, accessibility, flexibility, reliability, responsiveness, and 

informational content. The digital system of a modern university consists of an Internet portal, personal accounts 

of students, personal accounts of teachers and staff, electronic educational resources, libraries and reference 

books, modules for the automation of educational, administrative and financial activities. The digital capabilities 

of a modern university make it possible to automate the traditional workflow (Rosa et al., 2019), the formation of 

contracts, orders, resolutions, reports, service requests and other management decisions. The introduction of data 

analysis units into the digital environment of a modern university will provide opportunities for assessing the 

individual characteristics of students and teachers, the formation of individual educational trajectories and joint 

scientific research. The integration of the digital environments of universities in the future may lead to the 

emergence of a universal, mixed, human-machine intellectual resource, which allows bringing the development of 

innovative activity to a new level. 

 

From the point of view of philosophical and methodological analysis, University 4.0 is an element of a cognitive 

society, where the processes associated with the production, processing, exchange and distribution of information 
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become core ones. The producer of knowledge is becoming the collective and hybrid (human-machine) 

intelligence. Digital technologies allow the use of human and machine intelligence to solve complex problems not 

only in production but also in the cultural and social spheres. The society acquires the nature of network 

interaction, and an individual gets the opportunity to use the collective mind. An individual can influence the 

activities of other people in real time using digital technology and the Internet. In these conditions, a special 

culture of will and trust is needed, which ensures the concentration of cognitive capabilities, fixation of meanings 

and intentions, critical filtering of information and communications. Universities are turning into a platform of 

collective knowledge, while any facets with the external environment are erased. University employees and 

students actively participate in joint search activities to form common meanings, while at the same time 

maintaining their individual attitudes and building effective communicative connections. The university’s 

functions are shifting towards coordinating promising research, launching startups, deploying and improving a 

communications network, and promoting digital technologies (Efimov & Lapteva, 2017). 

 

According to scholars, the modern digital era is characterized by the emergence of such innovations, the creation 

of which required the cooperation of many people, various professions and motivations. The conditions created at 

a company or a university for the exchange of knowledge, and in the long run for that at the level of inter-

corporate (inter-university) cooperation, are a key factor in the success of any innovation process, including the 

creation and use of digital technologies (Yagolkovsky, 2011). The free exchange of knowledge creates a 

comfortable socio-psychological climate for employees (Yankovskaya et al., 2019). The factors influencing free 

information exchange are: confidence, creative motivation, corporate culture, cognitive activity (Brachos et al., 

2007). Accordingly, at the personal level and in the first stages of using digital technologies, it is necessary to take 

such measures that would facilitate the free exchange of knowledge and information. On the other hand, 

corporations and universities are organizations that operate in a market economy and compete for various 

economic resources. Corporations are fighting for consumers of their products, universities are seeking for 

applicants. Digital technology exacerbates this rivalry, making it more dynamic and versatile. The largest sales 

proceeds go to those companies that have launched the making of competitive products at the most attractive 

prices and quality. Budget resources are provided to universities that also have more attractive results of research, 

employment of graduates, contractual business relations with the real sector of the economy. Competition at the 

organizational level is an incentive for the development of their corporate information systems, digital educational 

technologies, digital environment and communications. Competition is recognized as an incentive for all 

innovations (Schumpeter, 1982). Accordingly, the government needs to support the competitive process at the 

level of corporations and universities, at the organizational level. For this, rating mechanisms and competitions 

are widely used in Russia and the world, as a result of which financing is provided. The conditions for the 

development of a competitive environment are: private property, freedom of entrepreneurial activity, freedom of 

consumer choice, priorities of personal interest, and a limited role of the government (Khasanova, 2016). Thus, at 

the organizational level and at the stages of using digital technologies, where intellectual property rights are 

clearly defined, the development of appropriate institutions is necessary: competitive conditions, state support on 

competitive terms, public centers for collective use. 

 

The protectionist model of Russian education proposed by the authors in the context of the digitalization of the 

economy should include at the personal level of using digital technologies the institutions of cooperation and 

knowledge sharing, and at the organizational level and stages of the market interaction of participants in the 

digital environment, the institutions of competition and fair competition for limited economic resources, including 

human capital. 

 

In this regard, the state policy to attract and keep the best personnel in the education system should take into 

account this thesis. The point is not to let personnel go abroad or work for transnational companies, but to create 

special conditions to stimulate the creative development of scientists, researchers, innovators and to maintain high 

competitiveness of Russian universities and the real sector of the economy. 

http://jssidoi.org/jesi/
http://doi.org/10.9770/jesi.2020.7.4(39)


 ENTREPRENEURSHIP AND SUSTAINABILITY ISSUES 

ISSN 2345-0282 (online) http://jssidoi.org/jesi/ 

2020 Volume 7 Number 4 (June) 

http://doi.org/10.9770/jesi.2020.7.4(39) 

 

3185 

 

 

6. Findings and Recommendations 

 

The study of the institutional environment at the micro level using the example of the university made it possible 

to formulate the following conclusions and recommendations. Educational programs should include the following 

elements: 

- motivational, aimed at setting specific goals, demonstrating the capabilities and importance of digital learning; 

- modeling, the main task is to visualize the model of “a citizen of the digital world”. 

 

Among other things, the structure of programs should take into account the peculiarities of the activities of 

parents and students on the Internet, since the use of digital devices increases significantly on weekends, and 

students themselves are focused on quickly receiving the necessary information. Therefore, educational programs 

are required that are not tied to the school working schedule, accessible from anywhere and at any time, and 

aimed at stimulating the exchange of experience and cooperation. 

 

An effective educational program should pay attention to the development of responsibility and the possibility of 

ensuring the safety of students and parents in the digital space, as well as the development of specific skills on the 

Internet, namely: working with information; communication; technological sphere; consumption. In addition, both 

adults and students need to form an active and independent position on the Internet. When working with parents, 

the most important task is to bridge the digital gap and teach them the correct assessment of their capabilities to 

help students work on the Internet. 

 

It should be noted that Russian users are more likely to be involved in a digital competence-building program 

offering them communication, collaborative search, and developmental games than in a program similar to an 

electronic textbook. Thus, the importance of the conscious and responsible use of digital technologies in training 

and everyday activities on the basis of confidence between users of digital products is emphasized. The results of 

the above studies indicate the presence of many difficulties in the process of forming digital competencies in 

students in Russia. According to the foreign classification, the digital skills that underlie digital competencies are 

divided into user and specialized. The authors believe that digital competence must include, in addition to special 

knowledge, skills and abilities, the ability to digital cooperation, to ensure its security and solve digital problems. 

A major role in this process is played by: the personality of the teacher, his/her professionalism, desire to develop; 

educational opportunities; parental activity and mobility; the level of motivation for learning among students 

themselves. 

 

The study of the institutional environment at the macro level using the example of the national education system 

and the economy made it possible to formulate the following conclusions and recommendations. The modern 

education system is at the stage of active digital transformation. Each university is developing its own digital 

environment. A significant part of the university’s traditional activities is carried out in digital format and this part 

is rapidly increasing. Universities are drifting smoothly toward the University 4.0 model, which is characterized 

by the total digitalization of all types of activities: educational, methodological, scientific, financial, economic, 

and entrepreneurial. 

 

The real sector of the economy is in a digital transformation to an even higher degree. Moreover, the gap in digital 

development and digital competence achieved is gradually widening between universities and the real economy. 

This is largely due to the most effective institutional incentives created in the market sector: competition, 

entrepreneurship, property rights. To make a profit, enterprises are forced to become digital. University education, 

mainly funded by the state, is also becoming digital, under the indirect influence of market incentives. The 

employment of graduates, as the main criterion of the demand for a university, largely depends on the digital 

competencies of future specialists obtained at the university. 
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To improve the digitalization processes of universities and enterprises in the interests of the national socio-

economic system, the development of appropriate institutions is necessary. The key institution is confidence, as 

the main condition for the effective and safe development of digitalization processes. This study has shown that 

with a low level of confidence between users of digital technologies, the negative effects of digitalization increase 

and the positive ones decrease. The time and resource savings achieved through digital technology tend to zero if 

users begin to increase the cost of security and duplication of electronic information on tangible media. 

 

The state policy for the development of digitalization should take into account the levels of socio-economic 

activity of users. At the personal level, measures to support cooperation, confidence and information exchange are 

paramount. At the organizational level, priority is given to measures to support competition, intellectual property 

rights, contractual relations, entrepreneurial (digital) initiatives and knowledge. The state, using formal 

institutions (laws, strategies, programs) should ensure the formation of relevant informal institutions (confidence, 

traditions, culture). This process will be effective if adequate measures for the development of digital relations are 

formulated and implemented for various levels of the socio-economic system. 

 

7. Conclusion 

 

Thus, the study at the micro level of the institutional environment for the digitalization of Russian universities 

revealed quite important trends. First of all, this is a mismatch of assessments in obtaining digital competencies 

between universities and the real sector of the economy. Accordingly, this made it possible to clarify the research 

program for analyzing the institutional environment of digitalization of Russian education at the macro level, in 

the interests of the national economy. The formulated recommendations on improving the development of 

digitalization of the socio-economic system will ensure the development and implementation of an effective 

public policy for all levels of education. 
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