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Abstract. The concept of the creation of universal smart machines for power systems and critical infrastructure is discussed herein in terms
of digital economy requirements. The functional requirements for a universal smart machine for sustainable energy systems are
systematized based on a comparative analysis of technology. The requirements determine the approaches to the implementation of
software, hardware and design solutions that provide diagnostics and monitoring of the energy state of infrastructures, systems for
individual and collective power supply, life support systems of buildings, the state of household appliances, IoT devices, and devices of the
housing and utilities sector. The recommendations on the constructive implementation of smart machines are given, making it possible to
improve the existing approaches to quality assessment of the services provided in the energy industry. The concept of universal smart
machines opens up the opportunities to increase the efficiency of providing the industry and households with a new type of information
management services in the field of control over energy infrastructure as one of the main components of the digital economy.
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1. Introduction
The process of urbanization is increasing steadily, resulting in the intellectualization of the infrastructure
(Akberdina et al., 2017; Petrenko et al., 2019). Creation of the technological basis for the development of the
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innovative infrastructure providing the diagnostics and monitoring of life support systems, the state of household
appliances, and housing and communal service devices is becoming a highly relevant problem (Khelifi et al.,
2018). This process is steadily associated with the development of technological solutions in the field of energy
monitoring, predictive maintenance of industrial and social infrastructure (Kireev et al., 2018b; Berdyugina et al.,
2018; Vlasov et al., 2017; Grigoriev et al., 2018).
One of the directions is the transition of electric power supply systems to the IoT concept (Berdyugina et al.,
2018; Vlasov et al., 2017; TAdviser, 2018; Rentiuk, 2017; Roslyakov et al., 2015), which is a necessity in terms
of rapid development of the digital economy. According to TAdviser, as of 2018, the number of connected
Internet of Things devices in the world was about 2.1 billion, and it will exceed 5.0 billion by 2021/2022. Figure 1
shows the graphic representation of the number of connected IoT devices (TAdviser, 2018).

Fig. 1. Dynamics of the number of connected IoT devices
Source: (TAdviser, 2018)

According to the graph, the components of intelligent infrastructure are becoming more common. Their
implementation is primarily aimed at the improvement of the efficiency of production and social infrastructure. At
the same time, the energy sector is dominant in solving the problems of the development of the digital economy.
The most large-scale projects in this segment have been developed and implemented in the USA, Canada, the
European Union countries, China, South Korea, and Japan. In particular, by 2020, China expects to reach the level
of 90-95% in the equipment with modern energy accounting systems which is 50-60% in the USA. The energy
policy of these countries implies full equipment with energy monitoring smart devices (TAdviser, 2018).
The analysis of the modern trends of the digital economy sets the problem of creating new autonomous smart
devices using the blockchain technology (Swan, 2015), “cloud” and boundary computing (Lyapin, & Finogeev,
2016; Barman, & Ahmed, 2015; Edelev et al., 2018), which provide for remote diagnostics and monitoring of the
energy status of the infrastructure facilities (Navigant Research, 2014; Kireev et al., 2018a). This determines the
problem associated with digital data processing in various formats, different volumes, taking into account the
frequency of their receipt. To solve this problem, various implementations of universal smart machines are
becoming more and more common elements of modern intelligent data processing systems in the digital economy
(Navigant Research, 2014; Eneca, 2018).
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2. Literature review
The problem of creation of a technological basis for the development of intelligent infrastructure in a digital
economy can be solved only at the interface of such digital technologies as Smart Space, Smart Grid, Smart City,
Smart House, Smart Sensor, Smart Transport, Internet of Things and Industrial Internet, Big Data, Intelligent Data
Analysis (Figure 2) (Tupchienko, 2018; Lee et al., 2017). The technological basis itself is included in the concept
of Smart Control, which provides registration, accounting and intelligent processing of data from digital smart
devices.

Fig. 2. The relationship of technology to create a technological basis for the development
of intellectual-digital data collection infrastructure

Currently, the energy sector is undergoing a period of global change. The Smart Grid concept is the main trend
affecting the development of information systems in the energy sector (TAdviser, 2018). The Smart Grid
technological solutions can be divided into several key areas: (1) measuring devices and facilities, including,
primarily, smart meters and smart sensors (Vasiliev, & Chernov, 2012; Andreev et al., 2016); (2) improved
management practices (Tupchienko, 2018); (3) advanced technologies and components of the electrical network
(Navigant Research, 2014); (4) integrated interfaces and decision support methods, energy demand management
technologies, distributed monitoring and control systems; (5) integrated communications (Lee et al., 2017).
Therefore, one of the problems of introducing the components of the digital economy is the universalization,
unification, and standardization of terminal devices – suppliers of the monitored information.
3. Methods
In terms of the intellectualization of data collection systems for the digital economy, special attention is paid not
only to devices and individual sensors but also to system-wide efficiency. With the increase in the volume of
transmitted data and the use of IoT, new problems arise due to the fact that: computational capabilities with linear
growth of centralized cloud computing cannot meet the needs of processing data from several data sources
simultaneously; network bandwidth and data transfer speeds have become a weak point due to the increase in the
number of users; most end users are usually mobile devices that do not have enough computing resources to store
and process large amounts of information.
Energy companies also face the necessity to introduce new standards of operation and maintenance to
continuously improve the balance between supply reliability and costs. An important parameter is the quality of
electricity, which determines the compatibility and features of the equipment. The standard values of power
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quality indicators (PQI) and their list are established by the standards (in the European Union – EN 50160, IEC
61000-4-30: 2008; in Russia – GOST R 54149, GOST 13109-97, etc.), which are the guideline for the developers
(Zhornyak et al., 2010; de Andrade et al., 2019).
Another key problem in the energy sector is the protection of electrical equipment. Table 1 shows the results of a
comparative analysis of electrical equipment protection technologies operating in the residential and industrial
infrastructure. All this determines the set of methods used to ensure system-wide energy efficiency (Tupchienko,
2018; Zhornyak et al., 2010).
Table 1. Indicators for assessment of the electrical equipment protection technologies
Protection
Overload

Short-circuit (SC)

Leakage
Lightning
Reactive power compensation
Asymmetry and nonsinusoidality of current and
voltage curves
Voltage dips (ACF)
Arc-over and combustion
occurrence

Housing infrastructure
Differential machines
Surge suppressors
Relays of voltage control
Thermal relays
Circuit breakers
Differential machines
Circuit breakers
Fuses

Industrial infrastructure
Current protection (electromagnetic relays,
semiconductor circuit breaker releases)
Temperature protection (thermal releases, electrothermal
relays)

Residual current devices (RCDs)
Differential machines
Lightning protection
Not used

Fuses
Circuit breakers
Current cut-off (electromagnetic primary relay indirect
action)
Differential current devices (DCDs)
Lightning protection
Filter compensating devices (FCDs) and

Surge protectors

Filter balancing devices (FBDs)

Surge protectors
Relays of voltage control
Arc-over detection protection devices
(ADPDs)

Devices for automatic power reserve switch-on
(DAPRSOs)
Arc-over detection protection devices (ADPDs)

According to the results of a comparative analysis of electrical equipment protection technologies operating in the
housing and industrial infrastructure, the following conclusions can be drawn:
 protection technologies operating at power industry enterprises are more complex than in housing
infrastructure;
 for housing infrastructure, the greatest coverage from various types of protection is provided by the
differential machine, able to constitute the main component of the infrastructure based on smart machines
and IoT principles.
As an example, let us consider in more detail the concept of implementing a universal smart machine (developed
by LLC “Connect”, Russia) as a technological element for the development of the energy infrastructure in the
digital economy.
4. Results
The analysis of the problems in the field of intellectualization of the energy sector infrastructure in the digital
economy shows that the necessity of creation of simple, universal, intelligent smart machines, as the terminal
elements of the global Smart Grid system, becomes obvious. A universal smart machine should constructively be
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a device in a form-factor of a circuit breaker that implements certain triggering algorithms. Let us analyze the
main characteristics of such devices and the requirements for them.
Intelligent data collection systems in the energy sector include the following units: (1) automated systems, such as
an automated information and measurement system for electricity metering, a dispatch control system, a process
control system; (2) results of control measurements, meter readings for non-automatic collection of information,
instrument readings for measurement and control.
The concept of implementing an intelligent smart machine for the intellectualization of the infrastructure of the
energy sector includes two main functional units: an integrated power protection unit and a unit for monitoring its
parameters (Figure 3) (Zhornyak et al., 2010; de Andrade et al., 2019; Nafi et al., 2016). Modern complex power
supply protection should include: protection against cable overheating, protection against short circuits, protection
against sparking, protection against significant voltage deviations, protection against current leakage. The
monitoring function is focused on the ability to control parameters such as voltage, current, power, and power
consumption. In addition, monitoring in intelligent protection systems should allow determining the state of the
system and the cause of the shutdown.

Fig. 3. Functional diagram of the integration of smart machines in the intelligent energy infrastructure (as illustrated by Russia)
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Figure 3 shows the interaction of integrated power system components as illustrated by Russia, where the
companies of various types are represented (Kuzmin et al., 2019). The wholesale market provides the opportunity
for large buyers of electricity and power to purchase it directly from generating companies. The grid companies
manage the Unified National Electric Grid, provide services for electricity transmission within the trunk and
interregional networks to producers. Individual sales companies interact with the end consumers, which provide
accounting and management of operating modes. The main task of the work is to determine the role and analysis
of specific options for the implementation of universal, intelligent smart machines that interact with specific
consumers. The functions of the Control Monitor at the end-user level, implemented by the smart-machine,
assume: State (on/off); Electricity consumption in kWh; Power supply voltage; Line current consumption; Cause
of shutdown (overload/short circuit/leakage current/arcing).
One of the strategic objectives of the implementation of the Smart Grid is to reduce the losses at all levels of
generation, transmission, and consumption of electricity and to ensure the set level of quality. At the same time,
the quality of electrical energy and reliability of electric power systems are characterized by standardized
indicators. The data on the electrical network is taken at the first stage of the power quality analysis algorithm.
Further, two sets of tasks are carried out in parallel: quality control of the electrical network and power
consumption control. In a formalized form, the list of properties of the electrical energy quality can be represented
as a diagram (Figure 4) (de Andrade et al., 2019).

Fig. 4. Power quality indicators taken into account in smart data collection systems

To create a basis for the development of infrastructure by the example of the energy industry in terms of
digitalization, it is proposed to implement the integrated monitoring of the local parameters of the power grid
performed on the basis of a multifunctional protection device made in the form of a single device (intelligent
smart machine). This solution is qualitatively different from the existing systems in terms of size, cost, and
complexity of installation. The integration of intellectual functions of control and monitoring into protection
systems will ensure the fast introduction of modern digital technologies into the residential and industrial
infrastructure. Smart machines are the basic element that implements such an integration.
A power quality control system includes the following components:
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measuring components (measuring voltage transformers – MVTs, measuring current transformers – MCTs);
complex components, measuring and computing complexes (meters of power quality indicators –MPQIs,
software and hardware complexes of electricity quality control – PTCs);
connecting components (communication lines between instrument transformers and PQI meters, GSM
modems, equipment and Ethernet networks, concentration units – HUBs);
computational components (data servers, data collection stations and workstations with installed system and
application software).

The requirements systematized in Table 2 are the basis for the design of universal smart machines as data
collection devices. They define the approaches to the implementation of the software, hardware and design
solutions that provide diagnostics and monitoring of the energy state of infrastructures, individual and collective
energy systems, life support of buildings, the state of household appliances, IoT devices, and housing and
communal services (Eneca, 2018).
Table 2. Functional characteristics of the smart machine, monitoring and control system, information system
Component of the
technology subbase

Smart machine

Monitoring and
control system

Functions of the component
Continuous reading of the main indicators taken from the electrical network (analysis of the mains voltage,
parameters of the flowing current, power consumption)
Continuous analysis of the main indicators taken from the electrical network (analysis of the mains voltage,
parameters of the flowing current, power consumption)
Continuous quality control of the main indicators taken from the electrical network (analysis of the mains
voltage, parameters of the flowing current, power consumption) to identify the scenario of exceeding the
allowable thresholds for automatic shutdown
Continuous monitoring of the frequency of the alternating current on the amplitude-time characteristics of the
electrical signal to identify the scenario of a spark in the conductor for automatic shutdown
Network protection based on the principles of the differential machine, AFDD and the Internet of things
Implementation of automatic shutdown technology
Implementation of forced disconnection technology according to the message received from the monitoring
and control system
Urgent notification of the monitoring and control system
Continuous provision of data on the operation of monitored devices to the monitoring and control system
Continuous reception of messages for forced disconnection from the monitoring and control system
Receipt of the executive decisions on normalization from the monitoring and control system
Analysis of current and voltage to identify the forced shutdown scenarios for the smart machine in case of
exceeding the threshold values
Leakage current analysis to identify the forced shutdown scenario for the smart machine in case of exceeding
the threshold values
Analysis of the alternating current frequency by the amplitude-time characteristics of the electrical signal to
identify the scenario of the appearance of a spark in the conductor and forced shutdown of the smart machine
Analysis of the loading of the three-phase power supply phases to identify a skew scenario with the possibility
of forming a normalization decision
Transfer of the shutdown message to the smart machine
Transfer of executive normalization solutions to the smart machine
Reporting on the significance of the main indicators at the facilities (elements) of the residential and small
industrial infrastructure
Reporting on the emergency situations at the facilities (elements) of the residential and small industrial
infrastructure
Receipt of the messages from the information system
Notification of the information system about the emergency situation with the objects (elements) of the
housing and small industrial infrastructure
Information system data transfer from the objects (elements) of the residential and small industrial
infrastructure
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Component of the
technology subbase

Functions of the component
Receipt of data from the monitoring and control system about the value of the main parameters of current,
voltage and power consumption from objects (elements) of residential and small industrial infrastructure
Receipt of the notifications from the monitoring and control system about the emergency situation with the
objects (elements) of the housing and small industrial infrastructure
Storage of the data on the values of the basic parameters of current, voltage and power consumption from the
objects (elements) of housing and small industrial infrastructure
Analysis, including predictive one, of the obtained data on the value of the main parameters of current, voltage
and power consumption from the facilities (elements) of the residential and small industrial infrastructure
Analysis of the functioning of the algorithms implemented by the smart machine and the monitoring and
control system
Reporting
Alert on abnormal situation objects (elements) of housing and small industrial infrastructure

Information system

5. Discussion
The result of the research is the concept of implementation of an intelligent smart machine in the energy sector.
The proposed concept of a smart machine differs from the well-known analogs in that it is a comprehensive
solution to ensure the protection of power grids with built-in intellectual functions, including the functions of
monitoring parameters. This solution makes it possible to perform the transition to a digital economy in the
residential and industrial power industry quickly and at minimum expense, since no individual installation of
intelligent control and monitoring elements is required, while the installation and replacement of the security
systems are carried out regularly with a certain frequency. In the long term, the monitoring function will make it
possible both to reduce final energy consumption, by controlling the demand, and to improve the quality of
electricity with reduced losses, by simplifying the search for the causes of deterioration. Figure 5 gives a
predictive estimate of the possible effect of the introduction of Smart Grid systems based on smart machines,
according to pilot Smart Grid projects, which have been launched in various countries (Navigant Research, 2014;
Eneca, 2018; TAdviser, 2018; Nafi et al., 2016). It should be noted that for many reasons, there is extremely high
uncertainty of the expected effects of the introduction (Navigant Research, 2014; Eneca, 2018; TAdviser, 2018).
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Fig. 5. Predictive assessment of energy consumption reduction due to the implementation of Smart Grid systems based on smart machines
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Thus, the results of the creation of a smart meter (a special case of a smart machine), or the technological basis for
the development of innovative housing infrastructure is a comprehensive solution and is based on basic digital
technologies (Figure 1). For normal operation, a smart meter must have an interface for interaction with an
automated information-measuring system for commercial metering of electricity. Such a system in general is a
combination of hardware and software that provides for the remote collection, storage, and processing of data on
energy flows in power grids. It is necessary for the automation of power management and also performs the
technical functions of monitoring the operating modes of electrical equipment.
Comparative evaluation of interfaces and protocols for the implementation of the interaction of a smart meter
(intelligent smart machine in general) with monitoring and control devices showed that:
 there is a wide variety of technologies, protocols, and standards for communicating IoT devices even
within the same industry (utilities/smart meters, transportation, industry, etc.) and none of the existing
protocols is the only candidate for the universal protocol for all devices accounting;
 in each industry, there are specific requirements corresponding to the tasks and needs to be solved, in this
regard, the development of common universal technological communication standards for the market of
the Internet of Things in general is hardly feasible and possible; however, on the other hand, a set of key
technologies, protocols, and standards is required for each vertical market and, possibly, its separate
segments;
 it is necessary to shrink from closed protocols and interfaces to standards-based solutions;
 if there is a task of monitoring and metering of electricity in the wholesale and retail markets (for
example, monitoring of transformer substations), then special attention should be paid to solutions based
on standardized protocols. These protocols are well suited for this task. Such a protocol can be used when
transferring data from electricity meters/DATDs to the upper level (SCADA system, AMRCS);
 the analysis of the protocols for compatibility showed that the Modbus family of protocols can be used in
the residential sector. It is widely used in industry, it is universal and in demand in utilities. Today, the
equipment from almost all manufacturers supports Modbus protocols;
 the PLC protocol is preferable when collecting data on the consumed electricity from the lower level
(from electricity meters);
 the use of metering devices with MBUS is fully justified for the residential construction of the premium
segment (“smart” buildings). At the same time, the accounting system on MBUS can be harmoniously
integrated into the existing automation system based on the KNX bus, which will provide complete and
transparent automation from top to bottom. It is possible to use MBUS for ordinary housing, but here the
not too high prevalence of this protocol will act as a retarding factor, and as a result, it will be linked to
the selected vendor once.
According to the research results, it can be stated that universal smart automata are the ultimate element of data
collection in the digital economy. Using the example of the energy sector, it can be noted that the use of such
smart machines in the residential and industrial infrastructure provides high-quality diagnostics and monitoring of
individual and collective energy supply systems.
Conclusion
The proposed concept of a universal smart machine provides diagnostics and monitoring of individual and
collective power supply systems, building life support, the state of consumer devices, IoT devices, and devices of
the housing and utilities sector. As part of the technological solution, this device implements comprehensive
protection of the electrical network. In addition to the basic protection functions, the smart machine will make it
easier to record data on electricity consumption, quality of power supply, reduce the number of emergency
situations, by simplifying their diagnostics. The proposed conceptual solutions open up opportunities for
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improving the efficiency of design technologies and creating energy-efficient objects, providing industry and
households with new information services in the control over energy infrastructure.
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