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Abstract. An increasing number of organizations in Latvia are directing their efforts toward digitizing information and data storage. 

With the onset of the COVID–19 pandemic, there was an essential surge in the number of employees working remotely, eliminating the 

constraints of their physical workplace. Consequently, the challenges concerning data security within organizations have amplified. The 

main aim of this study is to explore and recognize the risks related to logistics data protection and subsequently formulate 

recommendations for mitigating or preventing logistics data security risks in Latvian enterprises. This research is centred on examining 

the prevailing data security trends in Latvia. An academic literature review was undertaken to gain insights into the core attributes and 

legislative measures governing data security in Latvia. Statistical and content analyses were employed to uncover deficiencies and risks 

in data security. The main results show that the data security and risk management measures in Latvian enterprises do not depend on the 

industry represented by the enterprise, thus applying the commonly used data security protection measures and risk management 

approaches. The research concluded that, in Latvia, the primary data security risks arise from internal and external threats. 
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1. Introduction  

 

The significance of data security and the application of preventive measures related to ensuring logistics data 

safety in enterprises has considerably increased over the past decade. The growth of digital solutions such as 

IoT, robotics, and big data in logistics automation (Navickas et al., 2022; Nica et al., 2023; Lincenyi et al., 2023; 

Shen & Zhang, 2024) raised people’s concerns about the security of those technological advancements (Hick et 

al., 2024). Nowadays, the amount of processed logistics data has significantly increased (AlShaer et al., 2019) 

due to the use of sensors for tracking delivery or product maintenance, which has assisted in connecting humans, 

factories, shipments, and machines. Shameli-Sendi (2020) points out the necessity of defining enterprises' 

security needs, allowing the integration of preventive measures and risk assessment in everyday operations. It 
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should be emphasized that logistics data security should be assessed in terms of logistics operations, e-

commerce (Ding & Zhao, 2021; Markos et al., 2023; Androniceanu & Georgescu; 2023), and national security 

(Nguyen et al., 2023).  

 

Therefore, the study aims to study and identify risks associated with data protection to develop 

recommendations for preventing or reducing logistics data security risks in Latvian businesses. The main tasks 

undertaken in this regard were: 

• To analyze theoretical aspects and the legal acts regulating data security. 

• To gather and examine empirical information regarding data security (DS) and protection (DP). 

• To evaluate the core measures and risks related to logistics DS in enterprises. 

• To come up with recommendations for logistics DS risk reduction in enterprises. 

 

The research begins by undertaking an academic overview of the literature that recognizes Latvia's key concepts 

and legal mechanisms regulating data security. Then, it turns to statistical and content analysis that reflects the 

challenges and issues encountered in logistics data protection. Moreover, the research delves into the various 

data security measures implemented by Latvian enterprises. This includes security measures like strong 

password authentication, software updates, and data backup, which are evaluated in the context of different 

categories of enterprises. Afterwards, the study identifies and analyzes the main measures and risks associated 

with data security in Latvian enterprises. It specifically focuses on internal and external threats and the 

implications of logistics data security risks on organizations. Based on the findings from the various analyses, 

the research develops recommendations for preventing or reducing logistics DS risks in Latvian enterprises. 

These recommendations aim to provide practical solutions for enhancing data security. 

 

Data used in the study can only be obtained from official countries or European Union (hereinafter – EU) level 

statistical datasets due to publishing delays, which restricts data sources to those dealing with data security. The 

research period is from 2013 to 2022. This case study has assessed the main trends and risks associated with 

data security in enterprises in Latvia; situation analysis regarding another country and comparisons with other 

countries are included in the research. 
  
2. Theoretical background 

    
The problem of data security is actively discussed in entrepreneurship. Doss et al. (2022) raised concerns about 

excessive DS demand, while Qatawneh & Al-Okaily (2024) highlighted the importance of interconnectedness 

between technologies, operational efficiency, and system operations. Ali (2020) points out safety problems 

arising from the lack of data security measures and people's training and compliance problems. In contrast, Li 

et al. (2020) point out that data security risks should be divided into two categories: DS issues and application 

security matters, thus agreeing that the main concerns regarding DS arise from integrity, confidentiality, and 

privacy protection and communication.  

 

In addition, Kennedy and Millard (2016) focus on data security as one of the main problems in enterprises and 

summarize the main benefits and challenges of laws related to data protection regulation. Therefore, data 

protection legislation in Latvia is divided into EU legislation and national laws. Three principal regulations 

regulate the data collection, storage, and usage industry in Latvia – General Data Protection Regulation 

2016/679 (hereinafter – GDPR), The Data Protection Law Enforcement Directive 2016/680 as well as Personal 

Data Processing Law, which is the national law in data protection in Latvia: 

• GDPR (REGULATION (EU) 2016/679, 2016) entered into force on 24 May 2016 and has been applied 

since 25 May 2018. This regulation was developed to reduce fragmentation in national systems and 

unnecessary administrative burdens by clarifying rules for companies and public bodies.  

• Data Protection Law Enforcement Directive 2016/680 (DIRECTIVE (EU) 2016/680, 2016) entered into 

force on 5 May 2016 with the condition that EU countries had to transpose it into their national law. 

The directive secures the fundamental right of citizens to data protection when law enforcement bodies 

use personal data for law enforcement objectives. It aims to guarantee that the personal data of victims, 
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witnesses, or suspects of crime are appropriately secured and will facilitate cross-border collaboration 

in the fight against corruption and terrorism. 

• Personal Data Processing Law (2018) entered force on 5 July 2018. As this is national law, it is designed 

to supplement the General Data Protection Regulation and The Data Protection Law Enforcement 

Directive. The objective of this law is to create legal prerequisites for setting up a system for the 

protection of personal data (hereinafter – the data) of a natural person at a national level by providing 

for the institutions necessary for such purpose, determining the competence and essential principles of 

operation thereof, as well as regulating the process of data protection officers and provisions of data 

processing and free movement. 

 

The concept of the data and the risks are discussed in scientific literature. Patil et al. (2020) define the data as 

representing ideas or objects previously collected as characters, symbols, numbers, and pictures. In turn, the 

term "data security" is discussed by Naim et al. (2023), referring to it as the process of ensuring the safety of 

digital information. However, Patil et al. (2020) emphasize that data protection relies on confidentiality, 

authenticity, and integrity. Moreover, Gupta et al. (2021) focus on data assurance as the significant reason 

causing data security risks. Data security is the leading indicator for measuring the level of data privacy. In 

addition, Filippova et al. (2021) and Katina et al. (2023) defined risk factors that influence key performance 

indicators in an enterprise and affect the effectiveness of systems and processes.  

 

As Kraska et al. (2019) stated, data may be treated in compliance with one of the six lawful instances: consent, 

agreement, legal obligation, lifeless interests, public interest, and legitimate interest. It confirms the content of 

the legal norms that obtaining approval or permission to process and store data is necessary.  

 

In addition to the classification provided by Kraska et al. (2019), the EU has determined the requirements for 

systems that store data. Shastri et al. (2019) consider that these requirements are: 1) Controlled data storage and 

access to the storage system based on a legal basis, including access limitations; 2) Queries, in which access is 

defined and all data collected is associated with purpose; 3) System-wide erasure is based on data subject rights 

to erase data stored by the enterprise.  

 

According to Subbalakshmi and Madhavi (2018), four significant risks associated with company IT data 

security are data security, privacy, reliability, and storage threats. Liu et al. (2016) focus on the increase in data 

usage and security and protection problems associated with big data and cloud data, as well as safety from 

intruders and controlling user accessibility in the CSPs. These two major and foremost requirements are of 

primary importance. 

  

IT data security concerns are studied not exclusively by researchers but also by international auditing companies 

such as PwC or EY. For example, PwC (A Practical Guide to Risk Assessment, 2008) indicates that to prevent 

IT data security threats resulting from legal requirements and professional or self-regulatory obligations, several 

forms of risk assessments are frequently undertaken within enterprises. EY has addressed an equivalent 

evaluation in the information security study (EY Global Information Security Survey, 2020). 

 

Contrary to Liu et al. (2016), the EY information security survey divides threats or risks by the person category 

– outsiders, neutral or unknown, and insiders. The report highlighted that “the increase in activist attackers, who 

this report shows were the second most common source of material or significant breaches, underlines how the 

cybersecurity function needs a much deeper understanding of its organization’s business environment.” EY 

survey (EY Global Information Security Survey, 2020) shows that “the cyber and privacy threat is increasing 

and expanding”. 6 out of 10 organizations (59%) have confronted an occurrence of threats in the previous 12 

months. As the EY discloses, 48% of boards accept as true that cyber-attacks and data breaches will more than 

moderately influence their business in the following 12 months. Around one-fifth of these attacks (21%) arose 

from “hacktivists” (defined as tech-enabled, political, and social activists) and another one-fifth from organized 

crime groups (23%). Undoubtedly, all this impacts not only the crime problem but also more global problems 

in the economy (Remeikiene et al., 2022). 
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In turn, Bruni et al. (2023) suggest reconsidering collaboration with 3PL service providers to reduce data 

security risks, justifying this opinion by the level of experience those companies have in different logistics 

operations management. Another suggestion for risk prevention is the establishment of effective communication 

channels (Sravan et al., 2023) and investment in the newest digital technologies (Helmold et al., 2022) 

mentioned before.  

 

Despite a separate strand of research in data security issues, more research is still needed in the context of 

ongoing digitalization. The authors seek to fill this gap by studying Latvia's enterprises in the context of other 

European countries.   

 

3. Research methodology         

    
The research incorporated conventional scientific methods, including literature review, data visualization, 

statistical analysis, synthesis, and monographic or descriptive methods. Through the methods above, we could 

examine the significance of data security, its concept, and the preventative actions taken by Latvian enterprises. 

The share of employees using the Internet to perform their duties regularly, the main activities of the enterprises 

in terms of customer data processing, and the core data security measures employed in Latvian enterprises have 

been examined. The literature was previously discussed to identify DS, logistical data, regulations focusing on 

data security, and the most common risks encountered by organizations processing data. The literature 

evaluation concentrated on gathering the most important details about the core risks associated with data 

processing in Latvian enterprises and the main preventive measures to ensure the security of logistical data.   

 

The initial examination was steered in the following databases: Web of Science, Scopus, and Science Direct, 

and was constructed on the following keywords: logistics data, DS legislation, DS, and data. Primary literature 

sources were carefully chosen and grounded on the aim and topic of the research, as well as the availability of 

full-text articles. The research paper was developed on multiple data sources associated with data security, as 

the primary source was the Official Statistics Portal of Latvia. Still, due to the limited coverage in EU-level 

databases and delay in publishing, the information related to the data security measures applied was used with 

the latest available data. The study's scope covers from 2013 until 2023. The study methodologies employed 

were graphical and content analysis.  

 

The comprehensive examination of the scientific works and statistical information endorsed the writers of the 

research to accomplish the previously indicated purpose of the article. This research should be considered as 

the next step of the previously conducted research by the authors Jurgelāne-Kaldava and Batenko (2023) about 

the topic ”Assessment of Data Security Implementation in the Supply Chain Enterprises in Latvia” where the 

authors focused on the DS measures applied in supply chain enterprises and recommendations for their 

improvement. 

 

4. Results and discussion 

 

The potential logistics data security risks are directly linked to internet usage at the workplace. Even though 

many enterprises in Latvia focus on process automation, the primary data security concerns arise from the 

employees' knowledge of the preventive measures applied. According to data from the Central Statistical Bureau 

of Latvia (Official Statistics Portal of Latvia, 2024), as evidenced by Figure 1, the overall usage of the Internet 

has increased among all sizes of companies. 

 

http://jssidoi.org/jesi/
http://doi.org/10.9770/jesi.2024.11.4(5)


ENTREPRENEURSHIP AND SUSTAINABILITY ISSUES 

ISSN 2345-0282 (online) http://jssidoi.org/jesi/ 

       2024 Volume 11 Number 4 (June) 

   http://doi.org/10.9770/jesi.2024.11.4(5) 
 

 

82 

 

 
Figure 1. Employees using internet connection regularly in their jobs in Latvian enterprises from 2017 – 2023, %. 

Source: authors created based on Official Statistics Portal of Latvia, 2024 

 

 

Despite the increased use of the Internet by employees of all companies, it is essential to understand how 

digitalization in Latvian companies looks in the context of other countries. Figure 2 below shows that Latvian 

companies with over 10 employees are characterized as having very low or low digital intensity. Anyway, the 

digital intensity in Latvian enterprises is much higher than in Romania, Greece, and Bulgaria). Since the increase 

in digitalization is inevitable, data security issues will become more urgent.  

 
Figure 2. Digital intensity in European and Scandinavian countries in enterprises with more than 10 employees 

Source: Statista 

 

It should be reflected that the notable increase in Internet and mobile internet usage is related not only to 

technological advancements and the digitalization of services but also to the COVID-19 pandemic and the 

necessity for transferring services offered online.  

 

To ensure the performance and functioning of essential business operations, companies must compile and store 

various logistics data related to their activities, employees, and customers. Table 1 illustrates the activities' 

growth as a percentage relative to the baseline year 2013.   
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Table 1. The growth of activities conducted by companies in Latvia to process information on clients (CRM) in 2013 – 2021, % 

compared to the baseline year 2013 

 Enterprises  Activity 2013 2014 2015 2017 2019 2021 

Total 
The collection*  12.9 10.6 17.6 15.4 12.4 16.3 

The analysis**   12.1 10.4 13.6 13.2 12.2 12.4 

10–49 employees 

  

The collection* 10.4 8.0 14.6 12.2 10.6 13.5 

The analysis** 10.0 8.2 11.5 10.7 10.8 10.3 

50–249 employees 

  

The collection* 24.2 21.1 28.0 27.6 18.6 26.7 

The analysis** 21.4 19.0 21.1 22.9 16.3 19.9 

250 and more employees 

  

The collection* 36.5 37.8 56.1 46.7 36.1 48.0 

The analysis** 30.7 33.4 38.3 37.3 32.8 37.6 

Source: Official Statistics Portal of Latvia, 2022 
* The collection refers to “the collection, storing and making available information about customers to various business functions” 
** The analysis refers to “the analysis of information about customers for marketing purposes” 

 

Examining the objective of information and data processing: “The collection, storing and making available 

information about customers to various business functions,” it should be stated that the total percentage of 

enterprises engaged in such operations increased by 26.4%, with the most significant increase by 31.5% for 

enterprises with 250 and more employees, followed by 29.8% and 10.3% increase for enterprises with 10 – 49 

employees and 50 – 249 employees accordingly. Compared with the previous, the purpose of information and 

data processing: "The analysis of information about customers for marketing purposes," has an overall growth 

of 2.45% compared with 2013. The number of companies processing customer data with 10 – 49 employees 

and companies with more than 250 employees has increased by 3.0% and 22.5%, respectively, but for 

companies with 50–249 employees, it has decreased by 7.0%. This decrease is related to the start of the 

implementation of the GDPR in 2017, which means that companies need to ask permission from the data subject 

(customer) to obtain, collect, and store the data. The most considerable decrease for the companies with 50 – 

249 employees could be explained by the fact that companies did not have an internal data collection, 

compilation, and storage policy and policy related to customer relations, while the smaller companies with 10 

– 49 employees have more robust relationships with customers and similarly, as companies with 250 and more 

employees have better customer relationships management and can more easily get the permission of data 

processing and storage (Official Statistics Portal of Latvia, 2024). 

 

The most significant risks related to logistics data in ensuring business operations are associated with organized 

criminal groups implementing organized attacks. Still, it is necessary to highlight that a substantial amount 

(approximately 32%) comprises insiders – employees. It should be noted that in some instances, the Republic 

of Latvia laws even provide criminal liability to the company board (Teivāns-Treinovskis et al., 2022). 

Therefore, limiting access to different data and monitoring employees' activities is essential to eliminate or 

prevent data security risks.  

 

Notably, 19 per cent of Latvia's enterprises experienced cyber security incidents in 2022, while Poland 

experienced 29,7 per cent and Bulgaria just 11 per cent (Figure 3). The differences can be caused by various 

reasons: level of digitalization, resilience, or decisions not to disclose incidents. No data available allows us to 

compare countries according to cyber incidents. Still, we assume that types of incidents are similar and can be 

illustrated by those in Italy in 2018 (see Figure 4 below). The main reasons for not reporting cyberattacks in 

Italy in 2018 are illustrated in Figure 5. These available data signal that there might also be numerous cyber-

attacks in other countries, which are not reflected by statistical data.  
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Figure 3. Share of enterprises  experienced cyber security incidents in Central and Eastern Europe in 2022 

Source: Statista 

 
Figure 4. Types of cyber-attacks in Italy in 2018 

Source: Statista 

 

 
Figure 5. Main reasons for not reporting cyberattacks in Italy in 2018 

Source: Statista 
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For further analysis of activities carried out by enterprises to ensure the prevention of logistics data security 

risks, categories defined by the Central Statistical Bureau of Latvia will be used. IT security measures can be 

divided into the following categories – strong password authentication, keeping the software up-to-date, user 

identification and authentication via biometric methods, encryption techniques for data, documents or e-mails, 

data backup to a separate location, network access control, VPN, maintaining log files for analysis after security 

incidents ICT risk assessment, ICT security tests (see Figure 6). 

 

 
Figure 6. ICT security measures in Latvian enterprises in 2019, %. 

Source: authors created based on Official Statistics Portal of Latvia, 2020 

 

The most commonly used data security measures applied for all categories of enterprises are strong password 

authentication and keeping software up-to-date. On average, strong password authentication is one of the 

security measures used by 86.9% of companies analyzed (88.6% on average), but 75.1% keep software up-to-

date (78.1% on average) (Official Statistics Portal of Latvia, 2024). 

 

Generally, everything in terms of security is adopted by enterprises to secure intellectual property, client data, 

and confidential information of the enterprise. In addition, the less common security measures applied are user 

identification and authentication via biometric methods. This method uses 11.1% of companies analyzed (11.3% 

on average). This method is more widely used in information and communication technology companies (23.3% 

of all enterprises) and scientific laboratories (16.6% of all enterprises), where it is necessary to restrict access 

to confidential data. Based on the research, the companies processing logistics data apply strong password 

authentication (23.0% of all enterprises) and keep software updated (38.5% of all enterprises). (Official 

Statistics Portal of Latvia, 2024). This summary shows that enterprises collecting, storing, and processing data 

related to logistics do not apply customized security measures but rely on the traditionally accepted data security 

measures followed by average or non-existent risk management strategy applications. 

 

Latvian enterprises' ICT data security measures are similar to those in other countries. Data on security measures 

in Poland (Figure 7), Czechia (Figure 8) and Belgium (Figure 9) are provided below.  
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Figure 7. ICT security measures in Poland in 2022 

Source: Statista 

 
Figure 8. ICT security measures in Czechia in 2022 

Source: Statista 
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Figure 9. ICT security measures in Belgium in 2022 

Source: Statista 

 

The available data allows us to claim that Latvian enterprises' data security risks are similar to those of selected 

European countries. Latvia is characterized by slightly lower digital intensity in enterprises with more than 10 

employees than analogic enterprises in European and Scandinavian countries. It allows us to expect the growth 

of digital intensity to bring more urgent issues in cyber security. Latvia has the potential to overcome the 

problems since the country applies contemporary measures similar to those used by other analyzed countries.    

 

5. Conclusions 

 

The study identified that the general measures to ensure data security in enterprises in Latvia are related to the 

frequency of data acquisition, processing, and storage. Latvian enterprises' most commonly used data security 

measures are strong password authentication, software updates, and data backup. It was not identified that the 

data security measures would differ based on the enterprise's industry or data processing type. Some patterns 

of the data analyzed require further investigation. For example, the factors leading to the decision to apply more 

advanced or customized data security measures and how to create customized data protection measures for the 

data related to the logistics operations that are usually linked to different internal systems and any internal or 

external threats may lead to the disruption in enterprises’ operations.  

 

In addition, the assessment of the main legal acts and different requirements related to data security in Latvia 

shows that enterprises should follow specific rules and procedures for data collection, storage, and usage, for 

example, the conditions included in GDPR and Personal Data Processing Law. In contrast, there was a 

significant decrease in the amount of data processed after the GDPR came into force and stabilized enterprises' 

business operations to meet the main legal requirements. This means that data security concerns regarding 

processing logistics data may arise due to the possible fines following the law and to customers' and employees’ 

actions.  

 

Moreover, the content and data analysis results show the necessity of more formal risk management in 

enterprises with 10 – 49 and 50 – 249 employees, as currently, following the data analyses, those enterprises 

steadily increase the amount and frequency of the data processed. The research showed that both enterprises 

with 10 – 49 and 50 – 249 employees have closer customer relations, thus facilitating risks related to violating 

the requirements for data processing and storage. 

                                                                             

                                                                     

                                        

                                                                    
                              

  

   

   

   

   

   

   

   

   

   

    

  
  

  
 

   
 

  
  

  
  

 

                                                                 

 

http://jssidoi.org/jesi/
http://doi.org/10.9770/jesi.2024.11.4(5)


ENTREPRENEURSHIP AND SUSTAINABILITY ISSUES 

ISSN 2345-0282 (online) http://jssidoi.org/jesi/ 

       2024 Volume 11 Number 4 (June) 

   http://doi.org/10.9770/jesi.2024.11.4(5) 
 

 

88 

 

 

The most significant risks related to logistics data processing may arise not only from the outside but also from 

the employees due to personal interests or lack of knowledge in data management. The reported outcomes 

demonstrate that the overall number of crimes committed caused by DS in Latvia remains on a downward 

trajectory – 1/3 of crimes were explicitly committed by workforce members of the enterprise; hence, it is vital 

to enforce DS procedures for the protection of information and data for example, through restricting access to 

the systems or deploying various forms of authentication that gather information about files or information 

access. Therefore, data security risks concerning the data in wide-ranging logistics should be assessed and 

evaluated regularly. It is recommended that risk management strategies in the enterprise be developed, 

implemented, and regularly updated. It is suggested that the traditional data security measures mentioned above 

be incorporated. 
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