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Abstract. Organizations have to face both the opportunities that the technologies provide and the challenges that they create in the local 
or global market as the consumer behavior in the electronic environment is different from the behavior in an actual shop, therefore it 
is important to not only understand the changing needs of the customers, the factors that influence their behavior but also to choose 
suitable strategies while trying to satisfy these needs taking in consideration security issues. For this reason, an important purpose of this 
study is to indicate the factors that determine the behavior of an e-shop customer by conducting a pilot study in Lithuania. The research 
identified the key factors of consumer behavior in an e-shop. To establish factors determining the online shop customer preferences, five 
factor groups were identified on the basis of empirical research: product (service) characteristics, delivery, methods of payment, service 
quality and web page functionality characteristics. The results of the structured consumer survey showed that the factors that positively 
influence the decision to buy goods online are lower cost, less time consumption, an ability to make an order at any time of the day, and 
a larger range of products. The key factors that negatively affect the online shopping are product quality, delivery costs, security aspects, 
delivery time, and complicated online shopping process. The main problem areas faced by online shoppers were delays in product 
delivery, product quality, insufficient choice of payment methods, difficult return procedures, too little information about the product. 
After performing the correlation regression analysis of the structured survey, the following relationships are established: the frequency of 
online shopping is significantly correlated with the product’s compliance with expectations, which indicates that the customers who were 
satisfied with the quality of online products, more often shop on the Internet. 
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1. Introduction 

In the context of global digitalization, various changes take place not only in organizational management 
structures and processes, but also in fundamental sciences, as the development and application of information 
technologies create preconditions not only for the emergence and exploitation of the opportunities in the global 
market but also create certain challenges in order to understand the rapidly changing needs of the users and 
factors influencing the dynamics of these needs. Scientists differ in their assessment of the specifics of user 
preferences in the electronic environment, the satisfaction of users’ needs and their behavior and the related 
issues of increasing e-commerce efficiency. Taking into account the fact that the increasing use of the Internet in 
various fields has greatly expanded the possibilities and speed of access and use of information and, at the same 
time, has stimulated consumer engagement in a wide range of online activities (such as sharing their opinions 
on the product/service, providing feedback, comments, recommendations). Research on such issues becomes 
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an important starting point for shaping and making informed decisions regarding meeting the changing needs 
of consumers and increasing the efficiency of the operation of the electronic environment: what kind of website 
to create, what functions to implement, what products and how to submit, what methods of payment to offer, 
what sort of delivery solutions to choose to reduce risk, how to enhance consumers trust and security feeling, 
and so on. To solve these kinds of problems it is important to comprehensively assess the factors determining 
the behavior of the e-shop user.

A number of research studies of consumer behavior, its components and models have been made in the scientific 
literature. These models are divided into classical and contemporary models integrating the specifics of the web 
space. Some of the most popular classical models in the scientific literature are Nicosia, Engel, Howarth – Sheth, 
which were created under more traditional trading conditions (Engel, Kollat David, & Blackwell, 1968; Howard 
& Sheth, 1969; Thompson, Ravindran, & Nicosia, 2015). Contemporary models of consumer behavior include 
black boxes, Solomon, Berkowitz and other models (Berkowitz, Kerin, Hartley, & Rudelius, 2000; Berkowitz, 
Kerin 1992; Solomon, Bamossy, Askegaard & Hoog, 2016). The specifics of consumer behavior models in the 
electronic environment are analyzed by a large number of researchers (Banytė, Tarutė, & Taujanskytė, 2014; 
Cheung, Zhu, Kwong, Chan & Limayem, 2003; Turban, Strauss, & Lai, 2016; Dębkowska, 2017). However, 
considering the aspects of consumer behavior studied, the constraints on consumer e-commerce, e-products, 
e-commerce models in the online environment, there is still a lack of an integrated approach and research to 
identify the key factors of consumer behavior in e-commerce, especially in terms of the dynamism aspects of 
the electronic environment. 

The study of this type of problem is aimed at identifying factors influencing consumer behavior in the electronic 
environment, and to identify what kind of security aspects are within this set of factors in the course of a 
pilot study in Lithuania. To achieve the purpose of the research, such methods as scientific literature analysis, 
multiple criteria assessment and expert evaluation, structured e-commerce consumer survey, statistical analysis 
and correlation regression analysis were used. 
 
2. Theoretical aspects of consumer behavior assessment        
   
The digital content and its influence on consumers’ lives is powerful (Powers, Advincula, Austin, Graiko, 
& Snyder, 2012; Limba, Kiškis, Gulevičiūtė, Stasiukynas, Plėta &Juozapavičiūtė, 2018; Korauš, Gombár, 
Kelemen, &Backa, 2019; Benešová & Hušek 2019). Many scientists (Aghaei, Nematbakhsh, & Farsani, 2012; 
Chaffey & Ellis-Chadwick, 2012; Choudhury, 2014; Hassanzadeh & Keyvanpour, 2011; Sun & Wang, 2012; 
Aghaei et al., 2012; Chaffey & Ellis-Chadwick, 2012; Choudhury, 2014; Hassanzadeh & Keyvanpour, 2011; 
Sun & Wang, 2012) analyse the development of virtual environment via the web development stages. It should 
be noted that several aspects during the development had changed: abilities of information transmission, 
acceptance and processing (from a static information display in stage 1.0 to reading – writing – execution - a 
parallel processing in stage 4.0), an axis of technologies (from a company to human-computer symbiosis), 
models of interaction (from stage 1.0 client-server to server-server in stage 4.0), use of information (from 
development of taxonomies in stage 1.0 to insightful decisions made in stage 4.0 on the basis of information) 
and technologies used (from static information portals used in stage 1.0 to the opportunities of the Internet 
of things in stage 4.0). There are different interpretations of cyberspace in the scientific literature (Aghaei 
et al., 2012; Choudhury, 2014; Powers et al., 2012; Taylor & Strutton, 2010; Tiago & Tiago, 2012) starting 
from a system creating preconditions for people to perceive, communicate and cooperate and finish with the 
social experience associated with interaction of individuals, exchange of ideas, information sharing, granting 
of social support, media creation, games, involvement in various discussions and activities using the global 
network. 

Consumer needs and experiences are one of the key elements in decision making processes related to selection 
of more efficient communication channels and tools for delivering message and achievement of the target 
audience. Scientists define consumer needs as a desire related to a value that is typical to product or service 
category in functional and emotional level at a certain time or in a certain situation when a product or service must 
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be able to maximize personal consumer benefits, to provide solutions for aesthetic and ergonomic challenges 
faced by the consumer. Consumer needs can be divided into physical, social and psychological by designating 
more specific demand groups: family, pleasure, safety, entertainment, shape, sharing, cognition, self-realization 
(Barnes, Bauer, Neumann, Huber, 2014; Cao et al., 2013; Deci & Ryan, 2000; Dhir, Chen, & Nieminen, 2015; 
Hall & Zwarun, 2012; Jacobsson & Wilson, 2014; Lester, 2013; Milyavskaya & Koestner, 2011; Reinecke, 
Vorderer, & Knop, 2014; San & Yazdanifard, 2014; Taormina & Gao, 2013). In the presence of certain 
restrictions in the electronic environment (for example, data protection aspects or potential users are not able 
to physically touch the product and therefore not always able to assess the quality of the product), it is essential 
to understand the customer’s needs and factors that positively and negatively affect his or her determination 
to purchase the product, what is directly related with organizational performance. Therefore, both business 
practitioners and researchers seek to explore and understand the specifics of consumer behavior in cyberspace 
as a dynamic environment in order to make informed decisions under uncertainty and reduce the risks of various 
degrees and types. Many researches have stated the behavior of customers and what affects purchase intention 
online (Ahmed et al. 2017; Barnett, Kwon, & Stefanone, 2014; Davidaviciene, Pabedinskaitė & Davidavicius, 
2017; Davidavičienė, Sabaityte & Davidavicius, 2017; Lantos, 2010; Molinillo, Liébana-Cabanillas, & Anaya-
Sánchez, 2018; Nobar, & Rostamzadeh, 2018; Raphael, Goldstein, & Fink, 2017; Saprikis, Markos, Zarmpou, 
& Vlachopoulou, 2018; Vo et al. 2017).

Evaluating the innovative products and services of the e-markets, and introducing them into the market, 
both classical models and additional opportunities created by digitization, such as brand building created by 
consumers through feedback or personal recommendations on websites, social networks or blogs, have to 
be taken into account. In order to identify the key factors of consumer behavior in the Internet, an important 
task is to analyze the classical and contemporary consumer behavioral models proposed by researchers, 
their peculiarities and factors influencing consumer behavior (1 Table). Analyzing the specifics of consumer 
behavior in e-commerce, scientific literature examines models of such scientists as Cheung et al. (2003), 
Laudon & Traver (2016), Turban et al. (2016). Cheung is one of the researchers who studies the behavior 
of virtual users. The model describes the categories that affect the virtual user. Cheung combines not only 
human qualities, but also e-shop, product, demographic, social and environmental criteria and features. The 
application of the Cheung model can be seen in most online stores, it is quite up-to-date and includes all the 
main criteria. Nevertheless, there are some shortcomings in this model (Cheung et al., 2003). Laudon and 
Traver’s model is the evolution of the black box, adapting the standard user behavior model to the virtual user 
behavior model. Additional variables appear as such: company capacity, website opportunities and attendance 
rates. A positive relationship between using the Internet and online shopping, which means that the more 
virtual users use the Internet the more they shop online, were observed (Laudon & Traver 2016). Turban’s 
model delivers a more detailed model of virtual user behavior than Laudon & Traver (2016) – he also relied 
on the Black Box model but has significantly expanded it. This model generates a lot of details used in 
e-commerce: logistics, billing, design, website comprehension, e-mail, call center, FAQ. There is also an 
agent not described in any model, whose influence on customer selection and purchase is difficult to measure, 
but its weight is quite high and proven. A very detailed description of personal factors (age, gender, ethnicity, 
education, etc.), which are very important determinants of the user’s choice of product or service, is also there. 
The Turban model can be compared to Cheung model, which is very similar, paying attention to the finest 
details and factors. For empirical study Turban model, which outlines the model of virtual user behavior in the 
most comprehensive way will be taken as base by examining the key points, advantages and disadvantages 
of e-commerce solutions in consumer behavioral research (Turban et al., 2016). Due to drastic technological 
changes and new opportunities, previous studies in this field may be limited in their application and new 
research should be conducted in order to identify new challenges and trends.
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Table 1. Classical and contemporary consumer behavior models 

Name of the 
model Model description Specifics of the model

Nicosia model The model consists of four parts: communication, information search, 
purchasing process, feedback from the user. At the communication stage, 
the organization communicates with the customer by emphasizing on the 
best product (service) characteristics, price, delivery advantages. At the 
stage of the information search, the customer is already familiar with the 
organization’s product (service) and seeks to receive relevant information 
analyzing it by comparing analogues and eventually makes a decision. 
If the decision is positive, it moves to the third part of the purchase - 
feedback, in which the organization receives data about the purchase, and 
the consumer acquires the experience of buying.

Nicosia decision model is more 
related with new product purchases 
rather than constant purchasing.  

Howarth – Sheth 
model

The essence of the model is repetitive purchases. In Howarth-Sheth’s 
model the customer is driven by three types of factors: signs, symbols, 
and social information. Extended problem solving (strong motivation) 
consumer behavior is understood as the active involvement of the customer 
in the solution of the problem and the avoidance of risks associated with 
the acquisition of the product. Limited problem solving (weak motivation) 
customer behaviour describes the passive involvement of the customer. This 
model consists of six interrelated components: information and experience, 
product type identification, provision, confidentiality, attitude and purchase 
action.

The strength of the model is the effort 
to identify the links between the 
various components. The model is 
more promising only after evaluating 
the actions of the customer’s 
recognition of the demand, influenced 
by the environment, personal 
characteristics and information 
accumulated in memory.

Engel model The model concentrates on the user and distinguishes four essential 
components: initial stimuli, information rearrangement, decision making 
process, and decision variables. Focus is on the customer’s decision-making 
process. 

The benefit of the Engel model 
is the focus on the customer’s 
decision-making process and an easy 
implementation of this model, as it 
avoids complex links between the 
various components.

Black box model The model emphasizes the factors that determine the buyer’s willingness 
to shop. In it, the marketing (product, price, location, promotion) and 
other (economic, technological, political, cultural) incentives fall into the 
customer’s black box - his consciousness and cause a certain reaction. All 
incentives processed in the buyer’s black box - his mind, changes into the 
choice (of product, name, distributor, time, quantity). The goal of market 
analysts is to understand what processes are taking place in the black box 
and how the incentive becomes a response. The black box itself consists 
of two parts. The first is the characteristics of the customer, influencing 
his perception (cultural, social, personal and psychological factors) and 
the customer’s response to incentives. The second is the buyer’s decision-
making process, which influences the behavior of the buyer.

The black box model does not 
emphasize repetitive purchases, 
loyalty; more emphasis is put on 
one-time purchases and the one-time 
selection process.

Solomon model The model highlights the social and psychological factors that determine 
the consumer’s decision to buy, in addition to that it emphasizes the 
importance of the purchase situation.

The model puts less emphasis on the 
purchase process itself, paying more 
attention to the purchase situation, 
where the reasons for purchase, time, 
environment are already evaluated.

Berkowitz model In the model, with a group of equivalents (psychological, sociocultural and 
situational factors) the influence of marketing tools is also distinguished. 
The tools of the marketing complex (price, product, promotion and 
location) significantly determine consumer behavior and their determination 
to purchase the product (service).

The model can be considered to 
be one of the most precise and 
most complete descriptions of the 
consumer’s desire to buy. This model 
has expanded the contribution of 
psychological, socio-cultural and 
situational factors to the customer’s 
decision. Also, this model shows 
the buyer’s analysis after purchase, 
which is already triggering loyalty 
and the possibility of a recurring 
purchase.

Source: created by the Authors based on Berkowitz et al., 1992; Engel et al., 1968; Howard & Sheth, 1969;  
Kotler & Keller, 2011; Solomon et al., 2016; Thompson et al., 2015
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Having analyzed consumer behavior models, it can be assumed that the models emphasize different aspects of 
valuation. All models are geared towards personal factors, with the least emphasis on loyalty and re-purchasing. 
Some models emphasize marketing incentives, others – environmental factors (Table 2). Traditional and virtual 
user behavior models also have many similarities, as the main object of all models is the user and it is trying 
to portray the essential stimuli that determine his choice to buy. Because the information in the virtual space is 
significantly more extensive, respectively, there is more stimuli that can attract more attention from the user, 
therefore the models are also more comprehensive and focused on case studies.

Table 2. Evaluated aspects in consumer behavior models to be considered 

Model
Evaluated aspects

Personal 
factors 

Environmental 
factors 

Marketing 
incentives 

Product 
qualities Loyalty Purchase

situation
Purchase 
process

Nicosia + - + + - - +
Howarth + + - - + - -
Engel + + - + - - +
Black box + + + + - + -
Solomon + + - - - + -
Berkowitz + + + + + + -
Cheung + + + + + + +
Laudon + + + + - - +
Turban + + + + + + +

Source: created by the Authors based on Berkowitz et al., 1992; Engel et al., 1968; Howard & Sheth, 1969;  
Kotler & Keller, 2011; Solomon et al., 2016; Thompson et al., 2015

Recent research focuses on the aspect of social commerce when reducing the impact of this limiting factor on 
the sales process. By combining commercial and social factors, social technologies are being developed on 
e-commerce web sites (Davidavičienė, Pabedinskaitė, & Davidavičius, 2017; Raudeliūnienė, Davidavičienė, 
Tvaronavičienė, & Jonuška, 2018). Social commerce has made it possible to increase mutual communication 
and collaboration, made it possible to communicate in the online environment (Lu et al., 2016). It should be 
noted that when organizations began to invest in social media, it became increasingly important to identify the 
specifics of the sales process in the cyberspace as a primary sales channel. There is a tendency that potential 
consumers agree to pay higher prices for products that are more valuable and more effective in resolving their 
problems. Studies conducted by Zheng, Yu and Jin (2017) have shown that the attitude of consumers towards 
the product (service) offered in the context of value depends on the content and intensity of the organization’s 
communication and dissemination of information in social media. Effective communication in the social media 
between the organization and the user and sharing experience among the users creates the preconditions for 
changing the consumer’s attitude about the quality of the product (service) and the value created, which is 
directly related to the customer’s quick decision to purchase the product (Zheng et al 2017). 

Summarizing the results of the research literature, the Turban model (Turban et al., 2016) and its components 
were chosen for further research, since it describes in detail the model of virtual customer behavior with 
addition of the loyalty aspect. To establish the factors determining the consumer preferences and the essential 
consumer requirements for an electronic store, based on empirical research (Cheung et al., 2013; Davidavičienė, 
Pabedinskaitė & Davidavičius, 2017; Raphaeli et al., 2017; Raudeliūnienė, Davidavičienė, Tvaronavičienė & 
Jonuška, 2018; Saprikis et al., 2018; Tiago & Tiago 2012; Zheng, Yu & Jin, 2017), a group of such factors as the 
product (service) characteristics (assortment, price, description, grouping, comparison, comments, guarantees, 
promotions, product guide, photos), delivery (delivery speed, price, methods, time, product tracking), payment 
methods, service quality (consultation, registration, call center, order status management, insurance, warranty, 
reliability, return connection) and web site functionalities (design, product search, filtering, comments, etc.) 
were identified.
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3. Research methodology

In May and June 2017, a structured survey was carried out on the Internet (involving 4,105 respondents) and 
an expert evaluation (6 e-business specialists attended) in order to assess the peculiarities of the behavior of 
Lithuanian consumers in electronic commerce. The structured survey comprised demographic questions related 
to the respondents (gender, age, education, income), the frequency of buying online, the experience of buying 
in a foreign online store, the factors influencing the process of the decision to buy online, the advantages and 
the problem areas when buying online.

A multiple criteria assessment method was chosen to perform the expert evaluation in order to assess the 
complexity of factors influencing the consumer’s decision-making process, the result of a more objective and 
qualitative assessment. These assessment methods combine the combination of qualitative and quantitative 
approaches – expert judgment and the use of mathematical analysis methods (Ginevičius & Ostapenko, 2015; 
Zavadskas, Turskis, Vilutienė, & Lepkova, 2017). The expert assessment was attended by 6 experts with more 
than 10 years of experience in electronic business and having electronic store management competencies. 
The experts were asked to specify a list of functionalities (product characteristics, service quality, website 
functionality, methods of payment, delivery of the product) of the e-shop based on empirical research and 
determine the significance of the factors in the light of the customer preferences in the electronic environment 
of Lithuania. After performing the expert evaluation, the expert opinion consistency coefficient was calculated, 
which showed that expert opinions are harmonized.

4. Research results and discussion

4105 respondents participated in the structured survey, including 2653 women and 1452 men. The age of 
respondents was distributed in the following way: 43% of respondents were 25-35 years of age, 25% of 16-24 
years, 17,8% of 36-45 years old, and 9,8% - 46-55 years and 4,4% over 56 years old. 49% of respondents had 
university education, 31% had higher non-university education, 15% had secondary education, 5% had basic 
education. 52% of respondents had an average monthly income of 800 to 1500 EUR, 27% from 401 to 799 
EUR, 11% more than 1500 EUR and 10% less than 400 EUR. When assessing the frequency of respondents’ 
online shopping, 66,63% of respondents shop each month, 29,65% every three months and 3,72% - every 6 
months or less. The results of the survey showed that 34,4% of Lithuanian virtual consumers purchase from 
foreign online stores.

Correlation analysis between purchases in foreign internet shops according to the demographic characteristics 
of respondents revealed that the purchases between different respondents had a significant difference in 
demographic characteristics (p <0,05). The results of the survey showed that foreign internet shops have more 
male customers who bought there, they are younger than 35 years of age, have higher university education with 
a monthly income over 800 EUR.
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16-24 25-35 36-45 46-55 More than 56 years

43.0

17.8

25.0
9.8

4.4

25.0

49

31

15
5

Higher education degree (university level degree)

Higher education degree (non-university level degree)

Secondary

Lower secondary

(a) (b)

More than 1500 EUR

From 401 till 799 EUR

From 800 till 799 EUR

Less than 400 EUR

52

27

10 11

Monthly Every 3 months Every 6 months

3.72

29.65

66.63

(c) (d)

Figure 1. (a) Respondents distribution based on their education (percentage); (b) Respondents distribution based  
on their education (percentage); (c) Respondents distribution based on their incomes per month (percentage);  

(d) Respondents distribution based on their online shopping frequency (percentage)

Source: created by the Authors

Based on the correlation analysis and the comparison of the frequency of online shopping by the demographic 
characteristics of the respondents, the results of the survey showed that women are more likely to buy on the 
Internet than men, according to their age – those under 45 years, who have a higher education with a monthly 
income higher than 800 EUR.

The study examined factors that have a positive and negative influence on online shopping decisions and 
problem areas when shopping online. Respondents indicated that the factors that positively influenced the 
decision to purchase goods on the Internet were lower prices (38%), less time consumption (27%), the 
possibility of ordering at any time of the day (18%), and a larger range of goods (17%). The main factors that 
negatively affect online shopping are the quality of the product (it is difficult to evaluate the product quality 
online) (34%), delivery price (27%), security aspects (personal data and material resources) (20%), delivery 
time (17%), complicated purchase process (2%). The main problem areas encountered by buyers on the Internet 
were a delayed delivery of goods (38%), product quality (the product received was of poor quality or did 
not meet the buyer’s expectations) (16%), insufficient choice of payment methods (16%), complicated return 
procedure (15%), lack of information about the product (15%). Examining the security aspects of shopping 
online, it turned out that consumers positively evaluate online help when ordering a product, consulting on 
product quality, delivery and other issues. A correlation analysis and an online help service in the course of 
ordering according to the demographic characteristics of the respondents showed that the use of this service is 
more frequent for women, for persons who are 25 to 55 years of age and those who receive up to 800 EUR per 
month of income.
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The structured survey also looked at whether the online order was in line with consumer expectations. The 
obtained results showed that 91% of users got the items ordered online in line with expectations, 6% - had 
no opinion and 3% of users responded that the items purchased online did not meet their expectations. A 
correlation analysis showed that the online order was more likely to meet the expectations of men; persons who 
were 36-55 years of age, with a higher education degree and those with a monthly income of over 800 EUR.

Summarizing the results of a structured survey, it was determined that: the virtual user of Lithuania is educated, 
of younger age and has higher income; the frequency of online shopping significantly correlates with the 
purchase in foreign stores (r = 0,185, p = 0,000 <0,05) and the correspondence of the product with expectations 
(r = 0,074, p = 0,000 <0,05). This suggests that the consumers buy more often on the Internet as they were 
satisfied with the product they purchased online.

The second phase of the study aimed at identifying key factors influencing consumer behavior in areas such 
as product characteristics, service quality, web page functionality, payment methods, product delivery and 
determining the significance of these factors for the consumer’s determination to purchase the product online. 
Experts have estimated that most consumer preferences are affected by product (service) characteristics (0.3), 
web page functionality (0.23), product delivery (0.2), service aspects (0.17) and least affecting is the payment 
method (0.1) (Figure 2a).

Product (service)
characteristics

Payment 
method

Web page 
functionality

Service 
aspects

Product 
delivery

0.10

0.17
0.20

0.23

0.300.30
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0.20

0.15

0.10
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0.00
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Product 
guide

Warranties

Comparison

Product photo

Product variety

Sales 
promotion

Price

Grouping 
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0.02
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0.15

0.14

0.14

0.1

0.09

0.09

0. 04

0. 05 Product 
description

0

0.02

0.04

0.06

0.08

0.1

0.12

0.14
0.16

0.18

(a) (b)

Product 
searching

Website 
design

Filtering

Interfaces with 
social networks 0.15

0.16

0.18

0.2

0.08

0.10

0.13

Customer 
experience

Accompanying 
goods

Warehouse 
real-time

renewal balance

0
0.02
0.04
0.06
0.08

0.1
0.12
0.14
0.16
0.18

0.2

Delivery speed

Delivery 
price

Delivery ways

Delivery and 
pick-up
service

Possibility to 
choose the

time of delivery

Tracking 
system

0.21

0.12
0.20

0.16

0.14

0.00

0.05

0.10

0.15

0.20

0.25

0.17

(c) (d)

Figure 2. (a) Distribution of consumer preferences by groups (expert assessment) on a scale [0, 1]; (b) Distribution of consumer 
preferences in the product (service) characteristics group; (c) Distribution of user preferences in the web page functionality group;  

(d) Distribution of consumer preferences in the product delivery group

Source: created by the Authors
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In product (service) characteristics group the main factors influencing the consumer’s decision to buy in online 
store are product price (0.18), sales promotion (0.15), and the least important factors are grouping of goods 
(0.04) and comments (0.02) (Figure 2b). 

The most significant user preferences in the web page functionality group are related to customer experience 
(recommendations, reviews, evaluation, commentary) (0.2), product searching (0.18) and website design (0.16), 
and the least significant factor is accompanying goods (0.03). In evaluating this group, experts emphasized the 
combination of simplicity and functionality, i.e. the simpler the website design with the details to attract the 
user and the more accurate product search on the website, the less tense the user is when shopping (Figure 2c).

The most significant consumer preferences in the product delivery group are delivery speed (0.21) and delivery 
price (0.2), while delivery and pick-up service (0.12) is the less important factor. In this group, the experts 
emphasized the aspect of clarity, the free delivery message should be transmitted very clearly, and if the 
transport is paid, it must be described in detail so that the consumer does not have to doubt the additional 
shipping charges. There is a noticeable need for users for different delivery ways and real-time tracking of 
item shipments in a dynamic environment where user dislocation is constantly changing. Therefore, with the 
possibility to change the delivery time and delivery location becomes an important aspect (Figure 2d).

In the service aspects group, the most important factors affecting the customer’s decision to buy online are 
reliability (call center, consultation, feedback) (0.6) and management of order status (0.17), but registration 
(0.06) is less important. Experts in this group distinguished the advantages of reliability (call center, consultation, 
feedback), management of order status. The online call center, consultation and feedback provide preconditions 
for increased reliability as the customer can solve his problems live and in time. Also, tracking the ordering of 
the item and managing the order gives the customer a sense of comfort (Figure 3a).
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Figure 3. (a) Distribution of consumer preferences in the service aspects group (expert assessment) on a scale [0, 1];  
(b) Distribution of consumer preferences in the payment method group

Source: created by the Authors

In the payment method group, the key factors affecting the customer’s desire to buy a product in the e-shop 
are payment by card (credit, debit) (0.35) and payment by transfer (0.22), while the less important aspect is 
payment by bitcoins (0.10). Experts pointed out that billing by crypto currency (bitcoin) is very controversial 
in practice, and its possibilities of growth and end are judged similarly (Figure 3b).



JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

408

Conclusions

After the scientific literature analysis, it can be stated that consumer behavior models have a lot of similarities 
in both traditional and online commerce. Virtual space models concluded by scientist are based on traditional 
models, complemented by factors and functionalities that are specific to electronic space. Compared to 
traditional, the online store has considerably more advantages, but certain advantages of a physical store, such 
as the ability to evaluate the quality of a product by touching it or take the item home right after payment, still 
remain. The Turban model (Turban et al., 2016), describing the model of virtual user behavior in more detail, 
is chosen for further researches after summarizing the results of the research of the scientific literature. To 
establish factors determining the online shop customer security preferences, five factor groups were identified 
on the basis of empirical research: product (service) characteristics, delivery, methods of payment, service 
quality and web page functionality characteristics. 

The results of the structured consumer survey showed that the factors that positively influence the decision to 
buy goods online are lower cost, less time consumption, an ability to make an order at any time of the day, and a 
larger range of products. The key factors that negatively affect the online shopping are product quality, delivery 
costs, security aspects, delivery time, and complicated online shopping process. The main problem areas faced 
by online shoppers were delays in product delivery, product quality, insufficient choice of payment methods, 
difficult return procedures, too little information about the product.

After performing the correlation regression analysis of the structured survey, the following relationships are 
established: the frequency of online shopping is significantly correlated with the product’s compliance with 
expectations which indicates that the customers who were satisfied with the quality of online products more 
often shop on the Internet. Additional help is more often used by the part of customers who less frequently buy 
in online stores. 

Analysis of the results of multiple criteria assessment and expert evaluation has shown that most consumer 
preferences are affected by product (service) characteristics, web page functionality, product delivery and 
service aspects. In the product (service) characteristics group the most important factors affecting the customer’s 
decision to buy online are product price and sales promotion. The most significant customer preferences in the 
web page functionality group are related to customer experience, product search, and website design. The most 
significant consumer preferences in the product delivery group are delivery speed and delivery price. In the 
service aspects group, the key factors affecting the customer’s decision to buy online are reliability (call center, 
consultation, feedback) and management of order status. In the payment method group, the most important 
factors affecting the customer’s determination to purchase a product in the online store are payment by card 
(debit, credit) and payment by transfer.

The results obtained during the study are marked by some limitations, since the study was conducted only in 
Lithuania. Further research trends could be developed in the following areas: for the purpose of assessing the 
objectivity and complexity of consumer preferences, to conduct research in a geographically and culturally similar 
region (for example, by integrating the Baltic region (Lithuania, Latvia, Estonia)); to investigate the relationships 
between consumer preference evaluation variables and their impact on the organizational performance.  
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